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How to Test Layer 3 Switches

with ML-7710 SmartCards & SmartWindow

A Guide for Evaluating the Performance of
Layer 3 Devices

using Netcom Systems SmartBits Performance Analyzer and Software

Netcom Systems is pleased to provide a general procedure for testing Layer 3 device performance. The
SmartBits chassis, multi-layer ML-7710 SmartCards, and an easy-to-use SmartWindow program are the
tools to provide a test methodology which is highly effective in providing critical data to evaluate Layer 3
devices.
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Part I: Introduction

What is a Layer 3 Switch?

In most cases, a Layer 3 switch is in fact a fast protocol-based router minus certain router functions. A
Layer 3 switch typically works with only one or two protocols, performs at or close to wire speed, is good
at keeping streaming packets in order, and makes routing decisions based on ASICs (unlike a router
which is software-based).

The 10 Mbps, 100 Mbps and Gigabit Ethernet Layer 3 switches are expected to operate at full line-rate at
Layer 2 and wire-speed IP routing at Layer 3 simultaneously on all ports with zero packet loss and
extremely low latency.

Test Methodology

SmartWindow is a highly effective front panel GUI designed for developers and QA personnel, who wish
to create traditional and custom tests. SmartWindow offers test parameters recommended in the
following supported RFCs:

RFC 1242, Benchmarking Terminology for Network Interconnection Devices
RFC 1944 , Benchmarking Methodology for Network Interconnect Devices

The ML-7710 SmartCard can simulate up to 1000 hosts sending varied or uniform traffic to the layer 3
switch and can fully characterize the switch on both Layer 2 and Layer 3.

The SmartWindow tests and results which demonstrate the performance capability of the switch include
the following topics:

¢+ 20 Counters (transmit and receive packets and bytes, packet loss, triggers, tags, collisions, errors,
ARP and ping counters)

¢+ Sequence Tracking data
¢ Latency Distribution data

¢+ Latency over Time data
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Sample Layer 3 Test Results

La_l,ler 3 Tests - [Sequence Tracking - 6/28/1998 10:53:32 - Port 02 ML-7710 - [untitled)]
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What is a Stream?

It is essential to understand SmartBits streams which provide the basis for using the ML-7710 traffic and
test capability. Each stream, generated by its own Virtual Transmit Engine (VTE), represents a repeated
packet with the following features:

+ Designed to set up traffic for testing layer 2 (switching) or layer 3 (routing) .

¢+ Asignature in each packet contains its source and destination location, its sequence in the traffic
flow, and when it was sent and received.

¢+ Each stream has its own IP/MAC source and destination addresses, frame length, protocol or custom
packet, IP gateway for routing, and statistics/histogram tracking capability.

¢+ With IP, each stream also has ARP request and response ability.

¢+ The stream of one card typically transmits to the stream of another card, simulating transmission from
one host computer to a second host computer. Both can be on the same subnet or on different
subnets.

¢+ If 10 streams are defined, the 10 packets are transmitted in the order created, then re-cycled to
transmit the next 10, until the transmission is stopped. If only one stream is created for a card, then
the traffic is comprised of the one packet type.

¢ Each ML-7710 SmartCard may transmit up to 1000 streams per card, and may track
statistics/histogram information on up to approximately 80,000 streams.

Unlike the older SmartCards such as the SX-7410 Ethernet SmartCard which is a packet blaster for hubs
and switches, the ML-7710 is equivalent to 1000 IP connections, now condensed into a simple format for
creating 1000 streams which closely mimic real world traffic.

Place 20 ML-7710 cards into a SmartBits chassis, then stack 4 chassis; with 80 cards, you can arrange
up to 80,000 streams.

Hard Disk Requirements for Streams

If you set up 1000 streams, the setup configuration for each card can take 5 to 7 Mbytes of hard drive
(see saved *.msi files).

Multiply by 20 cards = 120Mbytes of hard drive per test setup
Multiply by 4 chassis = 480Mbytes of hard drive per test setup

If you want to make histogram measurements, double your estimated hard drive requirement.

Other Applications Available

More tests are available with the ML-7710. These will be presented in another paper in the near future.
The additional applications are:

¢ SmartApplications
SmartApplications is a Windows®-based application software program that works with SmartBits systems. These
applications automate RFC 1242 testing for determining Throughput, Packet Loss, Latency, Back-to-Back
Performance testing under full load, and production Go/No-Go tests for “minimum acceptable” performance
levels. Tests are available for Ethernet, Token Ring, ATM, and Frame Relay.

¢ Advanced Switch Tests (AST)
AST is an easy to use Windows-based application software program that generates heavy bursts of
multidirectional traffic to test 10/100/1000 Mbps Ethernet and 4/16 Mbps Token Ring networks. The application
can test requirements described in RFC 2285, and includes tests for head-of-line blocking, filtering illegal frames,
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backbone switching, forward rate/IFG, address handling, broadcast frames, and fanout, for Ethernet and Token
Ring networks in half or full duplex mode.

¢ VAST
VAST is an easy to use Windows-based application that generates heavy bursts of multidirectional stream-based
traffic to test switches, routers, and VLANSs. The application includes preprogrammed tests for VLAN by port,
VLAN by MAC address, VLAN by tag, VLAN by IP subnet, VLAN by protocol, VLAN setup time, filtering illegal
frames, many-to-many switching, and routing between VLANS. At least two ML-7710 SmartCards are required to
perform these tests.

¢ SmartlLib Programming Library
SmartLib provides an RFC 1242 API compliant programming library interface for rapid test development.
Software developers may also use it to develop programs in Visual Basic, C, or C++ in a Windows 95
environment, and C, C++ or TCL in a UNIX® environment.

PART Il
Setting One Stream per Card & Displaying Counters

This section presents introductory startup procedures and a basic test scenario based on a single stream
from each SmartCard:

Procedure 1:  Default Global Settings to Review
Procedure 2:  Preferences to Review
Procedure 3:  Setting Up One Layer 3 Stream per ML-7710 SmartCard
Procedure 4:  Pinging to Check Links
Procedure 5: Transmitting Traffic and Viewing Counters
The test configuration illustrated in the first five procedures has the following connections:

¢ Two ML-7710 SmartCards are installed in slots 16 and 17 of a SmartBits chassis
¢+ The SmartBits chassis is connected to a PC with SmartWindow via an Ethernet port.

¢+ The two ML-7710 ports of the SmartBits chassis is connected to two gateway ports on the Layer 3
switch/router (Device under Test).

The two subnets and related IP addresses are shown in the illustration below:

X

146.72.1.1 {{

146.72.1.10 146.72.x.X 147.72.x.x  147.72.1.10

Preparing the Device Under Test (DUT)

IMPORTANT: SNMP functionality, proprietary polling and Spanning Tree frames
generated by the DUT will lower the measured performance of the DUT. Itis
recommended that you turn off all traffic generated by the DUT in order to get actual
performance of the switching fabric.
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Procedure 1: Default Global Settings to Review

The default settings of each SmartCard should be checked to ensure that they are still appropriate.

1. Open SmartWindow .

2. In SmartWindow, click on each ML-7710 SmartCard, and select the Layer 3 Mode .

sl sl mll=] skl
T Eastip. .
TEpps Feh .

o w100 Hespakt

Erll Duplan

L 3k

U0 ML-FF0 100kb Multi-Layer Ethernet TR |

Trang et
Alternate Tranzmit Setup..

Trinnar Sahin

etup...

Tzl l=
K MWL-TT10 008 WkH_ 5w Etheasst TP

L 39erd ARP Aagumst= |

3. Click on each ML-7710 SmartCard, and select the Transmit Setup command.

4. In the Transmit Setup window, click the This Port button to view the default global settings for the
card. Most fields are optional.

Transmit Mode

Interpacket Gap
set by default for
FULL WIRE RATE

Error Generation (added to
each packet if selected)

~ Mode — Background
Continuous j |
Cuztom ﬂ|
Edit... |
— Interpacket Gap — RFLr3 SEmp [Fratocol]
Rate: {095 ﬂ State: uli; j
— Ermor Generation iz e
" CRC I™ Diibhle |12 j
" [ alignment [ Spmbal
™ |Sdjacent e YEDE
= Lallisiar #of Packetz:  Lengthibytes)
= | Efiatile - - -
# of Packets: I = I-I M = I-I ¢ =
Layer 3. | [ F. | Cancel

Background fill
pattern inside the
IP packet (between
the IP header and
signature field).
Custom default is
often used.

Used in Layer 2
mode only;
disregard for Layer
3 mode.
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Procedure 2: Preferences to Review

There are three preferences which merit quick consideration. Click the Options menu Preferences

command.

¢+ The default inter ARP gap is set to 9.6 usec as a standard specification and by default cannot be
changed for a SmartCard. However, if you wish to change this gap (for instance, a switch cannot
process ARP requests at full wire speed), you must turn on the Preference checkbox for Allow time
control of ARP requests . Then you can re-set the inter ARP gap for each port as needed (click the

SmartCard and select Layer 3 Setup ).

¢+ To automatically update (with speeds, duplex mode, and autonegotiation settings) the Fast Ethernet
cards with the last saved configuration or a newly opened configuration file, click the checkbox for
Restore MII Control register 0 after File/Open

Smartwindow Preferences

— General
v Connect to SmartBits at Startup

[ Initialize Ports after Connect

[V Initialize Ports after File/Dpen or File/Mew
v Display 30 dialogs

v Usze small forts in dialogs

v Use Left-Click popup menu over SmartCards

[ Allow MIl Auto-Megotiate
¥ Restare MIl Contral register O after File/Open

— East Ethemet Cards [Sx-7x05, Sx-F410, ML-Fiax]———

— Layer3 Ethernet Cards [L3-E7 s, ML-77ux)
[+ iasllows time control of ARP requests

Default |9-5 j” uses j|

IUD'I .001.001.001
|255.255.255. 255

[ Default to Layer 3 mode after FiledMew

Default Gateway:

Default Metmazk:

— Sx-Ex05 10kb Ethernet
™ Allow bit level control of VFD & 2

— ST-E410 Full Duplex 10Mb Ethernet
[ Restore duplex setting after File/Open

— TR-8405 Token Ring
™ Context menu Speed/Duples contral
™ Restare ring parameters after File/Open
™ Use Builindddress as Sourcedddress
™ Use UpstreamM eighbor as Destéddress

Ok I Cancel

¢+ To allow MIl auto-negotiation for all the Fast Ethernet SmartCards, check the checkbox for Allow Ml
Auto-Negotiation . Then to selectively enable auto-negotiation for each or any SmartCard, click the
SmartCard, select MIl Registers , and click the checkbox for Enable Auto-Negotiate
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Procedure 3: Setting Up One Layer 3 Stream per ML-7710 SmartCard

This procedure shows how to configure a single stream in each of two ML-7710 SmartCards (ports 16
and 17 of an SMB-2000 chassis) with SmartWindow 6.25. The SmartBits chassis is connected to a layer
3 switch. It is helpful to set up address assignments in patterns that are easy to remember and
interconnect.

SmartBits 2000 Port 16 Port IP address:  146.072.001.003 - Optional
Port 16 Stream IP address: 146.072.001.010
Gateway for Port 16: 146.072.001.001

Port 17 Port IP address:  147.072.001.003 - Optional
= i i .| Port 17 Stream IP address: 147.072.001.010
el === Gateway for Port 17: 147.072.001.001

PC with

SmartWindow Switch Gateway Ports:

146.072.001.001
147.072.001.001

Switch/Router

IMPORTANT The MAC and IP addresses of streams must be unique to the streams and cannot be
used for ports. The IP address of a stream or a port should be on the same subnet of the associated
gateway.

1. In SmartWindow, click on the ML-7710 port 16 SmartCard, and confirm that the Layer 3 Mode is
selected.

T lshal sl -0 -1al
- ITE WLTH0 100k Heob L Etharsst TP
E
|p=le= Liarvowd Sty
bt ﬁ E T B
. £ 0 36 03 103 3 60 e
[V === == e
Lomde0 B fax
""""" Lo 39w -
L 35 erd ARF Aegrmsts
TD g
B Plsgsias
Caphae.
[hiplap Conirtis
Choma Countun

2. Click the SmartCard again, then select Layer 3 Setup command.

The Layer 3 Setup window describes the local stack and is optional for most testing requirements.
This window is edited for the following purposes:

- to set the gateway IP address of the router port (DUT) -- REQUIRED for Layer 3 switches

-- to change MAC and IP addresses (if needed) so that they do not duplicate stream addresses
-- to set the netmask for management frames if needed (optional; ignored by streams)

- to specify a Ping IP address for pings and SNMP frames if needed (optional)

- to specify frequency for Ping, SNMP, or RIP (optional)
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Port 16 Layer 3 Setup: Set the MAC and IP addresses and gateway address as shown below.
Gateway is the IP address of router port. MAC address is for the card (not
stream). The IP address must be in the same subnet as the router
port/gateway. Once addresses are entered, click OK.

Layer 2 Setup - Port 16 ML-7710 100Mb Multi-Layer Eth...

For SmartCard port only. Often no entries are
added here. We use the IP address as a way to

MAC Address: !UU 00 00 00 00 16 OK I ping and check links. Ensure that these

1P Address: lm — | addresses DO NOT duplicate stream addresses.

Hetmask: |255.255.000.000 Netmask used only with management frames.

Gateway: |1 46.072.001.001 REQUIRED IP address of router port/gateway.

Pia Toget. [090 000000000 ey o e oot o e
switches.

Ping requency: ][I] [1/10th seconds)
SHMP frequency: ll] [1/10th zeconds)
BIP frequency: il] [1/10th zeconds)

inter ARP Gap: |H.E j” uSec j|
[ Reply to all ARP requests

IMPORTANT FOR ARP EXCHANGE : The gateway IP address is the target address for ARP frames. If
the gateway IP address is zero, the ARP frames will target the destination IP addresses of the streams.

3. Inthe Transmit Setup window, highlight the default stream and click the Delete button. The default
stream will be replaced with new fully defined streams.

! VirtualTransmitEngine [VTE] Setup - Port 16 ML-7710 100Mb Multi-Layer Ether... [Hi[=] B3

Select the YTEs. Use the 'Thl* key for multiple selections.

Len | MAC Dist Type |NetSic |Met Dist | Gatewar Selected YTEs
B0 R 00000 00 G0 00 78 oo oo oo oo Activate |

Deactivate I

4. Click the Add VTEs button to add a stream onto port 16. Select IP from the Protocol pulldown menu,
and click OK. In the Protocol Editor, toggle the View menu Concise/Detail command to see more
fields. Enter the necessary addresses.

Stream on Port 16

The MAC Dest is the MAC address of router port; it is automatically updated via ARPSs; note that
when the ARP response is received, the ARPs are handled internally and not updated here. The
MAC Src is the MAC address of the stream. The Source IP is the IP address of the stream. The Dest
IP is the destination or target IP address.

: Protocol Editor [IP) =]
File Edit “iew Help
IP MACDest | MACSic [ToS| ID |TTL|prot| SourcelP |  DestP
1 0000 a5 e3 9 EIEI| qooonodooom 16 a o 1o 4 146.072.001.010 147.072.001.010
Do not enter router MAC User-defined MAC Source IP address  Destination IP address
address (ARPs do it) address for STREAM for local stream for destination stream
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5. Now configure the port and stream for ML-7710 Port 17. Click the port 17 SmartCard and select
Layer 3 Setup command.

Port 17 Layer 3 Setup: Set the MAC and IP addresses and gateway address as shown below.
Remember, the CARD must have a different MAC and IP address than any of

the streams. Once addresses are entered, click OK.

Stream on port 17:

Layer 3 Setup - Port 17 ML-7710 100Mb Multi-Layer Eth. .

MAC Address: |un 00 00 00 00 17 oK |
IP Address: Im Cancel |
Hetmaszk: lm
Gateway: Im
Ping T arget: Im

Ping hrequency: Il] [1/10th seconds]
SHMP requency: Il] [1/10th seconds]
BIP Irequency: IE [1/10th seconds]

oo lfusec o]

inter ARP Gap:

[ Reply to all ARF requests

Click the port 17 SmartCard and select Transmit Setup . Highlight the default
stream and Delete. Click the Add VTEs button to add a stream onto port 16.
Select IP from the Protocol pulldown menu, and click OK. In the Protocol
Editor, toggle the View menu Concise/Detaill command to see more fields.
Enter the necessary addresses. Be sure to press the Enter key after each text

entry to save it. Click the Close button to exit t

he window.

Note that Source and Destination IPs are mirrors of the settings on port 16.

+ Protocol Editor [IP]

File Edit “iew Help
IP MACDest | MACSic [ToS| ID |TTL|prot| SourcelP | DestP
1 0000a5e39100f OODDOOOOOT17 0 O 10 4 147.072.001.010 146.072.001.010

12
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6.

When complete, send Layer 3 ARPs from each card by clicking on each SmartCard and selecting
Layer 3 Send ARP Requests. This is necessary to learn the MAC destination addresses.

S martwindow - [Untitled]
File Edit Actions Options SmartBitzs # ET-1000 Help Debug

=i o [t Ber Ber et et et | o

Status
Tri

Callizion
Paglis, alalallalala]a]e s !
Full Full{ Full] Full{ Full] Full{ FulljHalf Half Halt Full

FOE| 180 | 160G | oG | fod| I0G || 106 | IGG | fad| 16 | A& fgns e s :

Lir 710 ML-F710 100kb Multi-Layer Ethernet TP

ol Rl Nod Lol Kol [Eol ol No) 0]

Crg Error

Fal| Tl ] | | | B it
03044 05 064 O7F | 03§ 09 Tranzmit Setup...

Alternate Tranzmit Setup. .

Sicart)Start Start StartfStarfStartStargStargStary Star

Trigger Setup...

Send ARP requeszts from this port -
100 keqabit

Full Duplex

Layer 3 Setup. ..
Layer 3 Mode

Alternatively, you can select Actions menu Layer 3 ARP command to send ARP requests from ALL
configured ports at one time.

WATCH THE SMARTBITS HARDWARE or SmartWindow front panel LEDs : As each SmartCard
transmits an ARP request, look for a brief green LED for transmit and receive. If you do not see a
momentary green LED light for receive, the ARP response was not received.

For many streams and ARPs, perform the ARP Exchange Times test (Procedure 10) to ensure that
ARPs for all streams were received.
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Procedure 4: Pinging to Check Links

Before transmitting traffic, it is worthwhile to ping the SmartCard IP addresses to confirm that the links to
the DUT are working properly.

To ping each SmartCard:

1. Click on port 16, select Layer 3 Setup , enter the target IP address for port 17, and set the ping
frequency to 10:

Layer 3 Setup - Port 16 ML-7710 100Mb Multi-Layer Eth... E3

MAC Address: 000000000016 0K, I
P Address: Im Cariaal |
Metmask: Im
Gateway: W
Fing T arget; Im

Fing frequency: I'I 0 [1/10th seconds]
SMMP frequency: IU [1/10th zeconds)
BIP frequency: IU [1410th zeconds)

Inter ARF Gap: [46 =l[uwsee =]
[ Reply to all ARP requests

Click OK.

2. Click on port 17, select Layer 3 Setup , enter the target IP address for port 16, and set the ping
frequency to 10:

Laver 3 Setup - Port 17 ML-7710 100Mb Mult-Layer Eth...

AL Address: IDD noooooooiy oK I
IP Address: [la70720m 003 Concel |
Metmaszk: Im
Gateveay W
Fing T arget: W

Ping frequency: |1 0 [1410th seconds)
SHMP frequency: IU [1/10th zecondsz)
RIF frequency: IU [1/10th zecondsz)

Inter AP Gap: |96 =[vsec =]
[ Reply to all ARF requests

Click OK.

3. To view counters for pings, click Actions menu SmartCounters command, then select the File menu
New Counter Window command. Highlight ports 16 and 17.

4. Click on the Start command on each SmartCard and watch SmartCounters for the ping counters.

5. After the pinging is performed, go back to the Layer 3 Setup of each card to turn off pinging by setting
the Ping Frequency to O. This will keep other traffic results more clearly defined.
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Check SmartCard Speed Setting

If the link is still not active , check that the correct speed
require 100Mbps). To reset the SmartCard speed, click on each card, and select 100Mbps on the main

menu of each SmartCard.

T ML-AF0 1 00ME Multi-Laver Ethemet TP

Tranzmit Setup...
Altermate ramsmh et
Trigger Setup...

v 100 Megabit

Full Duples

The ML-7710 default is
10Mbps.

Click here far 100Mbps.

Procedure 5: Transmitting Traffic and Viewing Counters

Now you are ready to transmit traffic and view counters.

is selected (default is 10Mbps and you may

1. Click on the port 16 SmartCard, and select Display Counters to view results during transmission.

Repeat for the port 17 SmartCard.

Or select Actions menu SmartCounters command, then select File menu New Counter Window
to view all counters. You can save SmartCounters to an excel spreadsheet file with the File menu

Save As command.

2. Click Start on transmitting SmartCard to start transmission. For bidirectional transmission, click Start

on both SmartCards.

How to Test Layer 3 Switches
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PART Il
Setting Multiple Streams per Card & Displaying Counters

This section presents detailed procedures for creating and using multiple streams on two ML-7710
SmartCards, and then producing counters and test results:

Procedure 6: Setting Up 20 Streams per ML-7710 SmartCard
Procedure 7: Creating SMB Group, Transmitting Traffic, and Viewing Counters

Procedure 6: Setting Up 20 Streams per ML-7710 SmartCard

The following procedure describes how to quickly set up 20 consecutive streams from each SmartCard,
with varied IP and MAC addresses as well as with varied packet lengths. If desired, you can also assign
different protocols and add up to 1000 streams to further mimic real world networks.

Simulation of a network of 40 PC Hosts sending and receiving traffic through the DUT

SmartBits 2000

Port 5 Port IP address: 192.005.001.025
Port 5 Stream IP addresses: 192.005.001.005 - 192.005.001.024
Gateway for Port 5: 192.005.001.254
Port 6 Port IP address: 192.006.001.026
Port 6 Stream IP addresses: 192.006.001.006 - 192.006.001.025
Gateway for Port 6: 192.006.001.254

PC with

SmartWindow Switch Gateway Ports:

192.005.001.254
192.006.001.254

Switch/Router
Test Setup
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1. Open SmartWindow.

2. Click on ML-7710 port 5. Click the Layer 3 Mode command.
For Port 5: Click the card again and select the Layer 3 Setup command.
Enter the gateway IP address for port 5: 192.005.001.254. Click OK.

NOTE The IP ADDRESS for each portis OPTIONAL and is added here only to allow for pinging.

Layer 3 Setup - Port 05 ML-7710 100Mb Multi-Layer Eth...

MAC Address: |EIEI 00 00 00 00 04 0K I
IF ddress: |1 52.005.001.025 Cancel |

Metmaszk: |255. 285.2655.000

Eatewa}l; 92 005007 . 254

Ping T arget: IDDD. 000,000,000
Ping frequency: IU [1/10th zecondsz)

CRIMP Fram e Irl M1 AN cameen A=l

3. Click on ML-7710 port 6. Click the Layer 3 Mode command.
For Port 6: Click the card again and select the Layer 3 Setup command. Enter the gateway IP
address for port 6: 192.006.001.254. Click OK.

Laver 3 Setup - Port 06 ML-7710 100Mb Mult-Layer Eth...

MAL Address: [0000 00 00 00 05 or. |
IP Address: [152.006.001.026 Cancel |

Metmask: |255. 285,.255.000

Gateway: 192.006.001.25¢

Ping T arget: IEIEIEI. 000, 000,000
PFing frequency: IU [1/10th zeconds)
CRILAD Fram e In 1 MM sz As

4. Click on the port 5 SmartCard and select Transmit Setup . Highlight the default stream and click the
Delete button. It is helpful to delete the generic stream and then enter all new streams at one time.

5. Now click Add VTEs button to add 20 streams:
Enter 20 VTEs. Click the Randomized radio
button for Frame Length. Select IP for the Protocol. wies [0

Frame Length—————————— Cancel |
P i o =

Add VirtualTrangmitEngine - Port 06 ML-7710 100M._.

NOTE We recommend that you start with Fixed
frame lengths to set initial testing benchmarks, then
try randomized frame lengths in contrast. Brotocal: [ IP =l

6. Click OK. The Protocol Editor appears with default addresses for 20 streams (see next page).

7. Edit the first stream as follows:

Source IP address for the first stream: 192.005.001.005
Destination IP address for the stream (which is a port 6 VTE stream): 192.006.001.006

Then highlight each column (the SourcelP, then DestIP) individually, right-click on the first entry,
select the Copy Down command, then select the Fill Increment 0.0.0.x.  The Edited Screen on the
next page shows the last column highlighted after these commands have been applied.
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Keep MAC address defaults. SmartBits handles MAC addresses

internally.
i Protocol Editor [IP]
Fil=  Edit “iew Help _
IP | MACDesd | MACSic | SourcelP | DestP T e e
1 FEFEAF 0 fF 6] D000 00000005 198.019.001.002 198.019.001.001 andl DestlP.
2 f fF £ fF ff ff 0000 00000005 198.019.001.002 198019.001.001
3 fF £ BF §F | 000000 0000 05 192.019.001.002) 198.019.001.001|| 2- Hohliaht SourcelP
4 fF ff fFfF ff | 000000000005 198.019.001.002 198.019.001.001 calumn, rich-click,
5 fHHFIFAF 000000000005 198019000002 19801300t om || cooebewm.
6 fF B 6F FF | D000 00000005 198.019.001.002 198.019.001.001
7 fF B 6 fF fF ff 000000000005 198.019.001.002 198.019.000.001 | 5. Highiight Desti
g fF B 6F FF | D000 00000005 1928.019.001.002 198.019.001.001 column, Fight-click,
9 fF B ff 6F fF ff D000 00000005 198.019.001.002° 198019.001.001 Copy Down,
10 fF B FF £ FFFF D000 00000005 198.019.001.002 198.019.007.001 Fill Incremerit 0.0.0.x.
1 fF B 6F FF ) D000 00000005 198.019.001.002 198.019.001.001 || (MAC destinations are filed
12 fF Ff ff 6 fF ff 000000000005 198.019.001.002 198.019.001.001 || by 4RP sxchange.)
13 fF B 6F FF | D000 00000005 1928.019.001.002 198.019.001.001
14 fF B ff 6F fF ff D000 00000005 198.019.001.002° 198019.001.001
15 ff 6 FF | 000000000005 198.019.001.002 198.019.000001 ||  Default Screen
16 fF B 6F FF | D000 00000005 1928.019.001.002 198.019.001.001
17 fF Ff ff fF ff ff 000000000005 198.019.001.002 198019.001.001
18 fF B 6F FF | D000 00000005 1928.019.001.002 198.019.001.001
19 f 1 fF fff ff 000000000005 198.013.001.002198.013.001.001
Router plclrt [ EEE Strea!n Strelam Source  Stream Destination
address & addr IP address IP address

SourcelP |
192,005,001, 005

DestlP | Edited Screen

17 >

REQUIRED. User-specified entries
are required for SourcelP and DestlP.

NOTE You can optionally change the
Mac Src addresses (using the same
copy and increment commands) so
the DUT thinks that the streams came
from 20 different devices.

This minimum configuration indicates
that the streams are coming from the
same physical device.

Paste

Copy Right
Copy Down

Fil Increment ¥

192 005001 020 Fill Decrement  » 00s0
192005001021 FilRandom »  Ox0.0
192,005,001 022 0 %000

. 001.02 W
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8. Click the Close button and view the 20 streams for port 5 in the Transmit Setup window. Click OK.

i YirtualTransmitEngine [¥TE) Setup - Port 05 ML-7710 100Mb Multi-Layer Ethemnet TP

Select the WTE=. Uze the 'Chl' key for multiple selections.

Len |MaC Dzt | MAC Sz
BT FEFEREEEREFF 00 00 00 00 00 05 [P
G979 FFFFfFFFFFFF 0000 0000 0005 1P
347 FFAF 6 FF FFFF 0000 0000 0005 1P
1235 FF6F fF fF FF FF 0000 0000 00 05 1P
10 FFFF fF FF FFFF 0000 0000 0005 1P
VR FEAFF FF FFFF 0000 0000 0005 1P
BES FFAF FFFFFFE 0000 0000 0005 1P
1362 FF6F fF fF FF FF 0000 0000 00 0% 1P
1256 FF6F fF 6 FF FF 0000 0000 00059 1P
100 1745 FF 6 6F FF FFFF 00 00 00 00 00 05 [P
11 312 FEFF6F 6 FFFF 00 00 00 00 00 05 [P
12 1308 FFfF6F £F FFFF 00 00 0000 00 05 P
13 1093 FF 6 £ fF fF 00 00 00 00 00 05 [P
14 06 FFF6F FF FEFF OO0 00 00 00 00 05 [P
15 G022 FFFF6F £F FFFF 00 00 0000 00 05 [P
16 81 FEFE6FfF F6F 00 00 0000 00 05 [P
17 192 fEF6F 6 FFFF 00 00 00 00 00 05 [P
18 589 FFF6F fF FEFF 00 00 0000 00 05 [P
19 274 F6FfF FFF 00 00 0000 00 05 [P
200 307 FFFFEEFEFEFF 00 00 00 00 00 05 P

L0 00 =] O O e D0 T Rl

e 0 Y Y B Y Y|

! _

192.005.001.007 132.006.001.003
192.005.001.008 132.006.001.009
192.005.001.009 192.006.001.010
132.005.001.010 132.006.001.011
132.005.001.0171 152.006.001.012
192.005.001.012 192.006.001.013
192.005.001.013 132.006.001.014
192.005.001.014 192.006.001.015
192.005.001.015 192.006.001.016
192.005.001.016 192.006.001.017
192.005.001.017 132.006.001.018
192.005.001.018 132.006.001.019
192.005.001.019 192.006.001.020
132.005.001.020 132.006.001.021
132.005.001.027 152.006.001.022
192.005.001.022 192.006.001.023
192.005.001.023 132.006.001.024
192.005.001.024 192.006.001.025

default 132.005.1
default 132.005.1
default 132.005.1
default 132.005.1
default 132.005.1
default 132.0058.1
default 132.005.1
default 132.005.1
default 132.005.1
default 132.005.1
default 132.005.1
default 132.005.1
default 132.005.1
default 132.005.1
default 132.005.1
default 132.0058.1
default 132.005.1
default 132.005.1

v Layer 2 bode

Optionz. .. | ]

— Selected WTEz

Activate

Deactivate

Delete. .

&ddWTEs. .

Edit Settings for
Thiz Poart

Selected VTEs |

| Cancel

9. Repeat above steps 1 through 7 for port 6 using the following IP addresses. Use the port 5
addresses for Destination IP addresses.

Port 6 Stream IP addresses:
Gateway for Port 6:

10. Click Actions menu Layer 3 ARP to send ARP requests to all configured ports. To check that all

192.006.001.006 through 192.006.001.025
192.006.001.254

ports have sent and received ARPSs, you can perform the ARP Exchange Times test (see Procedure

10).

11. To confirm that the SmartBits links to the DUT are working properly, ping the port IP addresses as

shown in Procedure 4.
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Procedure 7: Creating an SMB Group, Transmitting Traffic, & Viewing Counters

1.

20

It is handy to start all transmissions of multiple SmartCards
at the same time. To do this, click on SMB Group and
select Set Group .

Click the None button to clear all ports, then click on port 5 and
port 6 boxes for the group. Then click OK.

SmartBits MultiPort Selection E2
1234567 8 9310111213141516171813 20
(I8l 2 2 ol ol

|1DDMI:- Fast SmartCards j| Al | Hone | Cancel |

Transmit Setup...
Trigger Setup...

o M0

Dizplay Counters
LClear Counters

Sitart| Start )
e [Eapm Smartiite Lata,.
Easte Sriarttyye ata.,

Set Group...

To see results of multiple SmartCards on a single screen, click the Actions menu SmartCounters
command. Then select the File menu New Counter Window command. Highlight the port numbers
whose counters you wish to view (here ports 5 and 6). Keep this window open.

Click View menu Show command and check the boxes for rows and columns.

To define a custom indicator, select an empty cell to the right of the cells where data will be entered.
Left-click inside this cell, then insert your math equation (press F2 twice ) using spreadsheet

conventions.

Now click on the Start command on the SMB Group and watch the SmartCounters.
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Part IV: Detailed Tracking and Statistical Results

This section provides procedures which demonstrate latency and sequence tracking tests, raw packet
results, and data capture.

Procedure 8: Performing Latency and Sequence Tracking Tests

Procedure 9: Inspecting Raw Packets

Procedure 10: Using Triggers and Capture

Procedure 8: Performing Latency and Sequence Tracking Tests

The Latency and Sequence Tracking tests provide valuable statistical data for performance analysis of
the Layer 3 switch/router.

Before running these tests, confirm that your links are alive.
Note that the Link on the SmartCard indicates an active link to the DUT.

Smart'w'induw - L3router.prf

File Edit Actionz Option: SmartBitz# ET-(000 Help
Téfa”fur:‘ooooooooooooooooooooﬁ
ET”..E"c}c}c}c}c}c}oc}ooooooc}ooc}c}c}B
ollizion o
e al allal e atla) e allel e] alle] e] aliel el eliel e] allq
Made—+ Half | Half | Half]| Half| HaltE Hali | Half | Half | Half | Half| Half | Half| Half | Half | Half | Half | Half | Half | Half i Half 0
SPE_Ei—'WWWWﬁﬁWWWWWWWWWWWWWWU
IME—H In| In
Card Type|| 77101 77200 PRI00 200 PPI0E ¢ ¢ 20 P00 7R200 7U00 PRI00 FI0) PRI00 R0 FPI00 7RO P00 FRI00 FrI0f RRI00 08 P
OTjo2f(03jo4 0506|0708 081011 1212314151617 18] 19 20 #1
@ Start| Start| Start) Start) Start) StartStart Start Start| Startf Startf Star Star Start Start Start Start Start| Start{StartSeart
len: 563, A C: FFFFEFEFFFF 000000000006, 0000 |EInLine | TCF Senali:BR58

In this example, the following parameters are set up with the 20 streams for ports 5 and 6 set up earlier:

¢+ Transmit Setup: Continuous Mode, 9.6 usec interpacket gap for 100% utilization

¢+ Frame length for all streams: 60

1. Select Actions menu Layer 3 Send ARP Requests .

2. Click Start on port 5 SmartCard. Note the green transmit LED on port 5 and the green receive LED

on port 6.

3. To see data from the transmitted traffic from port 5 to port 6, click Options menu Layer 3 Tests .
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Sequence Tracking

4. Select Test Type Sequence Tracking test, select checkboxes for Tx Port 05 and Rx Port 06, then
click Start button at the bottom of the window. After several seconds, click Stop button. Then click
Results button and select the receive card, port 06.

Total frames received per stream
Total frames received per stream in correct sequence
Total frames lost per stream

Test Type: S equence Tracking j| Sequence Tracking - 12/3/1998 12:35:06 - Port 06 ML-7710 - [un.__ B
- Port  WTE Framge N5 egy Duplicate Logt =
s i | 1 291932 91833 ] 1]
2 5 2 291918 291861 i 14
3 5 3 291913 291849 i 19
4 5 4 291890 291795 i 42
5 5 5 291838 291731 i 94
3 5 3 291932 291895 i} 0
7 5 7 291750 291644 i} 182
TxForts [=] [FxPots ] 8 5 8 291739 291632 i 193
03 ML-7710 ol ML-7710 3 ] 3 291644 291535 1} 284
[ 04 ML-7710 002 ML-7710 10 5 10 291623 291522 0 04
vty | IRl M5 1 o510 291403 0 422
|:| 07 ML-7710 D 05 ML-7710 12 5 12 291487 291391 0] 445
E gg mt;gg gg mtg}g 13 5 13 291358 291250 i 574
SRR O o nL o 14 5 14 291346 291237 i 586
011 ML7710 008 ML7710 15 5 15 291342 291231 i 530
12 ML-7710 010 ML-7710 16 ] 16 291218 291109 i 714
O 13ML7710 L111 ML7710 17 5 17 291194 291095 0 737
QaMLrme Dlembrme 1] 5 18 a9miss eonoes 0 735
16 ML-7710 O 14 ML-7710 19 5 19 29110 230990 1] a3n
017 ML7710 O 15ML-7710 il ] il 291090 200993 0 a41| =
Duemzzio [l Devirmo (Ml By

5. To set a lighter load and determine the rate at which there is little or no packet loss, click the port 5
SmartCard, select Transmit Setup , and click This Port button. From the pulldown menu for
Interpacket Gap, select % Utilization and enter 90 in the Rate box. Click OK. Click OK again and
close the Transmit Setup window. Click Start on the port 5 SmartCard to transmit traffic and view the
Sequence Tracking.

Tranzmit Setup - Port 05 ML-7710 100Mb Multi-Layer Ethe...

Mode———— - Background
Continuous j |
Cusgtarm jl
Edit... |
—Interpacket Gap—————— ~¥FD23 Setup [Pratocol)

Fatz: |90

Walue: Edit... |

— Ermor Generation iz O

[C/CRC ™ Dribble |1 2 EI

- Alignment Im Symbol

Urits: | %Ukilization

[
[

[~ Adiacent to WFD2
rLollision—————— | #tofPackets Lengthlbytes]

I~ Enat] -
1 of ;aac::ets: I j IU ﬂ |22 ﬂ

Laper 3... | 0k I Cancel |
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6. After a few more test runs, the 80% load produced the following sequence tracking. You may wish to
repeat this test a number of times over a period of time to track the consistency of the router and
potential interruptions during the same and different loads, with increased or decreased number of
streams, with varied frame lengths (either fixed or random).

Layer 3 Tests - [Sequence Tracking - 12/3/1998 13:21:54 - Port 06 ML-7710 - [untitled]]

v

= ; After approximately 1
EIEI@ _’l_llﬂl@ EI_@ _|_|_|% = Ql second, the latency dropped

Test Tune: - Part WTE Frames InGeq Duplicate Lost to a reasonable level. A
¥ee | Seauence Tacking__ ]| 18 1 50479 50479 0 0 possible cause of this
Limits: 2 5 2 50473 50473 0 0 change is the use of a Fast
i s 3 50479 50479 0 0 .
4 s 4 50479 50479 0 0 Path mechanism.
S 5 50479 50479 0 0
B 5 5 50479 50479 0 0
I 7 50479 50479 0 0
g s 5 50479 50479 0 0
g s g 50479 50479 0 0
E‘ E‘ID[EIL — [« HDH m:L — [+ 1 s 10 50479 50473 0 0
OozMLr7io —| | DozML7A0 — mes . .n 50473 50473 0 0
[ 03 ML-7710 O03ML7710 12 5 12 50473 50473 0 0
O 04 ML7F10 O 04 ML-7710 13 s 13 50479 50479 0 0
05 ML-7710 O 05 ML-7710
O 06 ML-7F10 05 ML-7710 45 14 Sh479 Sh479 0 0
O 07 ML7710 007 ML-7710 15 5 15 50473 50473 g g
008 ML7FI0 O 09 ML-7710 1B s 16 50479 50479 0 0
O10ML7FD O10ML-7710 Wl e " £0473 £0473 0 0
O11 ML7F10 011 ML-7710
O12ML-7F10 012 ML-7710 19 s 13 50478 50478 0 0
13 ML-7710 13 ML-7710 20 5 20 50478 50478 0 0
014 ML7F0 O 14 ML-7710
O15ML-7F10 15 ML-7710
MR ML -7710 1R M -7710

The remaining tests are run at the 80% utilization rate with the same switch.

Latency Tests

7. Select Test Type Latency over Time . Click Start button, run for a few seconds, then click the Stop
bottom. Click Results button and select the receive port 06.

Test Type: |Latenc_l,l vt e j| Lalen-::p over time [in microseconds] - 12/3/1998 14:09:39 - Port 06 M
Latency Time: MilliSec Frames Minimunm b ainnurn Average

: 1 2EI! 2E1 13.2 122333 2034

Milliseconds per Interval 2 30 B33 132 212173 151.0
10 3 40 10711 13.2 3Z2IE1E 2045

4 a0 1282 133 419024 4836

] =1 1288 134 520911 G743

B 0 1286 134 E1636.5 7E9E

7 an 1286 134 71303 2966

Ta Forte [<] [FeFors [= B a0 1267 13.4 14755 1086.2
O ML-7710 01 ML-7710 9 100 1286 134 911361 11887
g0z ML-7710 =7 O 02 ML7710 — 10 110 1267 134 1013961 1364.0
0 o L7710 003 ML7710 11 120 1265 124 1109653 14213
05 ML-7710 05 ML-7710 12 130 1286 134 1206785 15496
01 06 ML-7710 05 ML-7710 13 140 1286 134 1308381 16765
SRS | IRl 14 150 1287 134 140551.4 19127
O 09 ML-7710 O 09 kL7710 15 160 1286 134 150196.2 1929.2
FlHAmedl 240 MFlanud 274N am 4= 4mm 4. R T Tt B BRI

An ideal switch would slightly increase latency for a short time; latency would remain constant for
most of the test, then decrease as the ML-7710 stops transmitting. An increasing latency from start
to finish indicates that the switch cannot handle the load for long sustained periods. As the latency
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increases, the switch buffers more frames. A spike in the latency indicates a problem with buffer
scheduling and warrants more investigation.

Latency over time [in microseconds] - 12/3/1998 14:09:39 - Port 06 ML

MilliSec Frames binirmum b asinuim Average
107 1080 1286 134 10447981 145799
108 10390 1287 134 10539466 13878.2
109 1100 1272 134 10550814 2501.5
110 1110 1269 134 14.2 137
111 1120 1269 134 14.2 138
12 1130 1269 134 14.1 137
113 1140 1269 134 14.2 138
114 1150 1269 134 14.1 137
115 1160 1269 134 14.2 137
116 1170 1269 134 14.2 138
117 1180 1269 134 14.1 137
118 1190 1270 134 14.2 138
119 1200 1268 134 14.1 137
120 1210 1270 134 14.2 138
14 1220 1269 134 14.2 137
122 1230 1269 134 142 138
123 1240 1269 134 142 138
124 1250 1269 134 142 137
125 1260 1269 134 142 138
126 1270 1269 134 141 137

After approximately 1 second,
the latency dropped to a
reasonable level. A possible
cause of this change is the use
of a Fast Path mechanism.

Here we now take a closer look at the Latency per VTE. Continue to send traffic. Select Test Type
Latency per VTE . Click Start button, run for a few seconds, then click the Stop bottom. Click
Results button and select the receive port 06. Here again the spikes in latency are apparent.

TestType: | [16)LatencypervTE =]
Ny
Tw Ports |« [ R Poris |~
O 01 ML-7710 O 01 ML-7710
002 ML-7710 goz2mL7ao =
103 ML-7710 O 03 ML-7710
04 ML-7710 O 04 ML-7710
05 ML-7710 005 ML-7710
I 06 ML-7710 06 ML-7710
007 ML-7710 O 07 ML-7710
08 ML-7710 008 ML-7710
09 ML-7710 009 ML-7710
O10mML-7710 O10ML-7710
011 ML-7710 011 ML-7710
12 ML-7710 012 ML-7710
O13ML-7710 O13ML-7710
14 ML-7710 O 14 ML-7710
E15 ML-7710 E15 ML-7710

I@ [16]Latency per ¥TE [in microseconds] - 12/3/1998 14:17:4... [W[=]

Fort  WTE Frames Finimum b asirmum Average |*
1 _5! 1 173599 133 1951.8 178
2 5 2 17399 135 42998 210
3 5 3 17399 135 23624 00
4 5 4 17399 135 4041.3 B76
5 5 5 17398 135 51745 950
5 5 5 17393 135 5734.2 952
7 5 7 17368 135 56831 1192
a 5 a 17386 135 94.4 1778
9 5 9 17382 135 4414 4 2053
10 5 10 17381 135 48128 2515
11 5 11 17381 135 47066 3048
12 5 12 17382 135 a7E27 3661
13 5 13 17381 135 2541 4 a2
14 5 14 17380 135 2541.8 4600
15 5 15 17376 135 B245.5 5268
16 5 16 17363 135 B37.4 5189
17 5 17 17351 135 11336 5125
18 5 18 17342 135 1685.5 5227
19 5 19 17330 135 2591.6 5202
20 5 20 17325 135 26861 5241

The 20 streams are summarized with the minimum, maximum, and average for each stream. The
latency range is relatively wide.
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9. With the traffic still running, select Test Type Latency Distribution . Click Start button, run for a few
seconds, then click the Stop bottom. Click Results button and select the receive port 06. Here the
latency has dropped dramatically, to the later low level shown in step 7, so that the 13.4 to 14.2 msec
shows consistently under the 20 msec time interval.

[1 B]Latency diztribution [in microzeconds] - 12/3/1998 14:22:54 - Port 06 ML-7710 - LATDIST LS

Frames =01 ¢=0.2 =05 ¢=1.0 =20 ¢=h.0 ¢=10.0 =200
1 1309085 ] a0 a 0 a0 ] a0 1303034
2 1309081 ] I a 0 I ] I 1303011
3 1309077 0 I i I I 0 I 1308330
4 1309062 0 I i I I 0 I 1308931
5 1303056 ] a0 a 0 a0 ] a0 1308910
5 1309079 ] a0 a 0 a0 ] a0 1308937
7 1308330 ] I a 0 I ] I 1308816
] 1308915 0 I i I I 0 I 1308732
| 1308897 0 I i 0 I 0 I 1308711
10 1303334 ] a0 a 0 a0 ] a0 1308690
11 1308779 ] I a 0 I ] I 1308577
12 1308776 0 I i I I 0 I 1308561
13 1308664 0 I i I I 0 I 1308437
14 1303654 ] a0 a 0 a0 ] a0 1308418
15 1303642 ] a0 a 0 a0 ] a0 1308393
16 1308553 ] I a 0 I ] I 1308304
17 1308534 0 I i I I 0 I 1308286
18 1308519 0 I i 0 I 0 I 1308268
19 13085M ] a0 a 0 a0 ] a0 1308250
20 1308487 ] a a 0 a ] a 1308238

Procedure 9: Inspecting Raw Packets

To look closely at the content of the last 131,000 packets received, you use the Options menu Layer 3
Tests command and the Test Type Raw Packet Tags .

1. Here you may wish to try full wire rate in burst mode. To do this, click the port 6 SmartCard, select
Transmit Setup, and click This Port button. Set mode to Single Burst and Interpacket Gap to 100%
utilization which will create a 10-second burst at full wire rate. Click OK.

Transmit Setup - Port 05 ML-7710 100Mb Multi-Layer Ethe_.. B

—Mode——— ~Backaround

Single Burst j | Custam jl

Count: I'I 438095

9,999 Seconds Edit... |

—Interpacket Gap————— ~WFD3 Setup [Protocol)

W aluer Edit... |

— Errar Generation Byte Dffset

[ CRC [ Dribble |12 EI

[ Alignment [~ Spmbal

Urits:

™ &djacent toWFD2
rlolision———————" | #ofPackets Length{bytes)

J= Erat] - - -
# of ;Zc:ets: I ZI ID :I |22 ZI

Layer 3... | kK I Cancel |
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Note that the two active ML-7710 SmartCards show the live Link status and the Burst mode.

Smart'w'induw - L3router.prf

File Edit Actionz Option: SmartBitz # ET-1000 Help

Tﬁooooooooooooooooooooﬁ
gﬁﬁfﬁrc}c}c}c}c}c}oc}ooooooc}oocccB
Ef;;‘r‘r”;c}cuveunk:}c}oooooooooooc}c}c}E
Macle—+f Half HaIfIHaIfIHaIf "{alfi Half|Half | Half | Half | Half | Half | Half | Half | Half | Half | Half | Half | Half | Half | Half 0
SF'E_E"I*-P‘"‘"‘"‘vWWWWWWWWWWWWWWWWU
Lirk—+ Burst Mode Link.f Link =

Card Type 10| 7710 7710) ?7a0f 77100 77i0) a0 PRa0d Pra0) Pran R0 PRa0) 70 7710 7Ra0) 70| 77104
Jﬂ oseoefor|osfoa 1ol 121214151817 18] 19 20| #1

o [H o
@ Start|Start|Start| Start|Burst|Burst|Start Start| Start] Start Start Start] Start Start Start) Start] Start Seart] Start StarliBurst
{ |—

len: BE3, M AL FEFEFEEEFEF- 000000000006, 0000 \OnLine | TCP Serialt: 2658

2. Click the Start button on the port 5 SmartCard.
3. Now select Options menu Layer 3 Tests command and the Test Type Raw Packet Tags .

4. Click the Start, Stop, and Results buttons to view raw packets in detail.
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Procedure 10: Viewing ARP Response Times

It can be helpful to look at ARP response times which may vary with traffic load, time of day, and the
characteristics of each switch. The ARP response times also confirm that all ports are sending and
receiving ARPs properly.

To perform an ARP exchange and view the ARP response times
1. Select the Options menu Layer 3 Tests command.

2. From the Test Type pulldown menu, select ARP exchange times .

3. Click on ports 16 and 17 for Tx and Rx Ports. Each port will send ARPs to the DUT and receive an
response time for each stream.

T HLS TS
O i-Fhi OOl LT
OmW-rn [wl
L] 0 L7710 LI LT
O |7 CFHLTTH
O |- i T
O mA-F1n0 Ol mL-ma
Cwerrio S ChomWe-rmg o
L1 it WL 7710 O WL T
O 13 WM CO1 2ML-T7l
O 1i-Fhn CI13miL-Fa
O wmn il miL-rmg
L1 75 L7710 L315mL TN
= R By ] BB LTI
Ew Ww-rho B ¥ miL-Find

WML

4. Click the Start button. After a few seconds, click the Stop button.

5. Click the Results button and select port 16 results. Then click port 17 results. A separate results
window appears for each port.
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Procedure 11: Using Triggers and Capture

A trigger is a pattern counting tool which "triggers" a count of any packets holding a specific pattern
located inside any of the packets received by the receive SmartCard. You can track one or two triggers
per receiving SmartCard in any combination (singly or together).

The pattern is defined:
¢ in the transmitting SmartCard
¢ inthe Trigger Setup of the receiving SmartCard

To see the trigger count, you send traffic, click the receive SmartCard, select the Display Counters
command, and check the Trig counters.

To view details of each triggered packet, you can use one or both of the following methods:

¢+ Select the Options menu Layer 3 Tests command, select the Test Type Raw Packets Tags , send
traffic, and run the test (click Start, Stop , and Results buttons).

¢ Click the receive SmartCard, select the Capture command, select the Capture Packets with Rx
Triggers , and send traffic to be captured.
Setting Triggers and Displaying Counters

In the following example, the first stream of port 5 targets the first stream of port 6 (IP address
192.006.001.006 which has the MAC source address 000000002016). In this case, no custom transmit
setup is necessary.

1 VirtualTransmitEngine [¥TE] Setup - Port 05 ML-7710 100Mb Multi-Layer Ethemet TP

Select the WTEs. Use the 'Chl' key for multiple zelections.

Port 5 SmartCard #  |Len |MACDst [MACSe | Type |Met Sic [Met Dst [aFFGs) [Gal - Gelech
S1 B0 FEEEEEFE R RE Q000 00 00 00 08 [P 182,008 007,008 192 006 007, 008 9B 19:
2 B0 fEFFEEEEEFFE OO Q0 00 00 00 07 (P 192.005.001.007 132006001007 96 19z — ]

Bytes identified in Receive Trigger Setup

Port 6 SmartCard Select the WTEz Use the 'Chl' key for multiple selections.

#  |Len |MAC Dst |MAC Src Tupe [NetSic A | NetDst B e | |
T B FF B 0 G 0, 20 R - e, T . G e, EYR I
27307 A O BB 0 D0 00 Di-2a-eelIF Y 32 008, 007007 132,005, 001006 3 192 006,
31497 H AR 000000002008 1P 192.008.001.008 152,005 001,007 95 192,00, r

1. Click on the port 6 SmartCard and select the Trigger Setup command.

2. Keep the Offset of 0 (for the MAC Destination Address) and the Byte Length of 6.
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3. Enter the last 2 bytes of trigger 1: 20 06

Receive Trigger Setup - Port 06 ML-7710 100Mb Multi-Layer EL...

Active Pattern(s]: | Only Trigger 1. Trigger 2 ignored j|
— Trigger 1 [MAC dest)]———— = Tigoen £ [MEE soumce]

MSE 1 4 L5SE MSE 1 4 LSB

ooz nnEE

Byte Offset Byte Lenath Byt Offzet Byte Length
- N OO
= &diaeentia Tnggend

0k I Cancel |

4. Click OK.
5. Click the port 6 SmartCard and select the Display Counters command.

6. Click Start on the port 5 SmartCard to send traffic. Watch the Trig 1 counters.

Counters - Port 06 ML-7710 100Mb Mult-Layer Ethemnet TP

¥ Show Events
7 Show Rates Events Rates
Trit. Packets 1] 0
Fcv. Packets 10,351,160 119,049
Collisions hd |]| | 0
CRC Erars = 0 0
Align. Emors = 1] 0
OwerSize = 1] 0
Frag/UnderSize I 1] 0
Fix Bytes = 662,474,240 ¥.619.136
Trig1 = 517,574 5,962
T Packets = 1] 0
Tags = 10,351,160 0
T from stack = |]| | 0
Close |

Since Trigger 1 represents stream 1 which is 1/20" of the total traffic sent, the Trig 1 count of 517,574
is close to the expected count of 517,558. The extra triggers may result from a humber of causes,
including duplicate packets sent, management packets, or counters not cleared.
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Capturing Packets

1. To capture packets (up to a maximum of approximately 500 packets) and look at the packet content,
click the receive SmartCard, and select the Capture command. Keep the setting for All Packets .

Layer3 Capture Setup Ed |

Capture Mode

" Packets with Errors
" Packets with Fx Triggers
" Others [BRPAGMPACKP)

Stark I ] Cancel

2. Click the Start button on the transmitting SmartCard, and watch the Capture window. Note that all
triggers contain the Netcom Systems signature symbol S but that the stream trigger (T) packets are
distinguished from all other stream packets.

Eapture - Port 06 ML-7710 100Mb Multi-Layer Ethernet TP
File Edit Capture “iew Format Help
Deltﬂ[u53| 5tﬂtu5|LengtH MAC dest |MAC SIC |type |dﬂtﬂ d
1 I;I!S G4 000000002000 02a0c9d327 9 0800 450000 2 fb el 0000 3F 0
2 8ha s G4 00000000200z 02a0c9d3279: 0500 450000 2e fbel 0000 3f 04
3 g s G4 000000002004 02a0c9d3279: 0500 450000 2e fbel 0000 3f 04
4 8E S G4 0000000020 0e 02a0c9d3279: 0500 450000 2e fbel 0000 3f 04
5 8ha s G4 0000000020 0F 02a0c9d3279: 0500 450000 2efbel 0000 3f 04
b 87 s G4 000000002010 02a0c9d3279: 0500 450000 2e fbel 0000 3f 04
7 g s G4 000000002011 02a0c9d3279: 0500 450000 2e fb el 0000 3f 04
a 245 G4 000000002012 02a0c9d3279: 0500 450000 2e fbel 0000 3f 04
b 8E S G4 000000002013 02a0c9d3279: 0500 450000 2e fbel 0000 3f 04
10 245 G4 000000002014 02a0c9d3279: 0500 450000 2e fbel 0000 3f 04
11 25 G4 000000002015 02a0c9d3279: 0500 450000 2e fbel 0000 3f 04
12 8ha s G4 000000002016 02a0c9d3279: 0500 450000 2e fbel 0000 3f 04
13 8ha s G4 000000002017 02a0c9d3279: 0500 450000 2e fbel 0000 3f 04
14 8ha s G4 000000002018 02a0c9d3279: 0500 450000 2e fbel 0000 3f 04
15 815 G4 000000002019 02a0c9d3279: 0500 450000 2e fbel 0000 3f 04
1h 8.Aa TS G4 000000002006 02a0c9dd279: 0500 450000 2e fbe2 0000 3f 04
17 855 BA000000002007 02a0c9d827 9 0300 450000 2efb e 00 00 2f 04 &
i o
|Rietrieving Frame 29 of 475 [E%) |CAPTURE OFF | ALL v

Packet Status codes are:

A Alignment T  Trigger
C CRC U Undersize
I Interframe gap subminimum V  VLAN tag

S Signature
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Eapture - Port 06 ML-7710 100Mb Multi-Layer Ethemnet TP

Repeat previous steps 1 and 2 but select the Capture Packets with Rx Triggers button.

File Edit Capture “iew Format Help
Delta{pSe Status|LengtH MAC dest |MAC 5IC |type |data ﬂ
1 olts F4 0000000020 0F |02 a0 c9 d8 27 9 |08 00 |45 00 00 2e a3 eh 00 00 3f 0,
2 168.2/T5 64/ 000000002006 02 a0 c9d8 27 9c 0800 |45 00 00 2= 53 ec 00 00 3 0.
3 167.8 T8 B4 0000000020 0F |02 a0 c9 d8 27 9 |08 00 |45 00 00 2e a2 ed 00 00 3 0.
4 168.2/T5 64/ 000000002006 02 a0 c9d8 27 9c 0800 |45 00 00 2= 53 ee 00 00 3 0.
b 167.9 T8 B4/ 0000000020 06 |02 a0 c9 df 27 9c |08 00 |45 00 00 2e 53 ef 00 00 3f 04
6 1677/ T8 F4 00000000 20 0F |02 a0 c9 d8 27 S |08 00 |45 00 00 2e a3 F0 00 00 3f 04
7 1681/ TS B4 000000002006 |02 a0 c9 4827 S |08 00 |45 00 00 2 a3 A 00 00 3f 04
8 168 TS B4/ 00000000 20 06 |02 a0 c9 df 27 9c |08 00 |45 00 00 2e 53 2 00 00 3f 04
9 1685 TS F4 00000000 20 0F |02 a0 c9 d8 27 S |08 00 |45 00 00 2e a3 £2 00 00 3f 04
10 1677/ TS B4 000000002006 |02 a0 c9 48 27 S |08 00 |45 00 00 2e a3 F4 00 00 3f 04
11 167.9 T8 B4 0000 000020 0F |02 a0 €9 d8 27 Sc |08 00 | 45 00 00 2e a3 15 00 00 3f 04
12 167.9 TS F4 00000000 20 0F |02 a0 c9 d8 27 9 |08 00 | 45 00 00 2e a3 f6 00 00 3f 04
13 168 TS B4 000000002006 |02 a0 c9 4827 S |08 00 |45 00 00 2e a3 £7 00 00 3f 04
14 168 TS B4 0000 000020 0F |02 a0 €9 d8 27 Sc |08 00 | 45 00 00 2e a3 £ 00 00 3f 04
15 168.2/ TS B4 000000002006 |02 a0 c9 48 27 S |08 00 |45 00 00 2 a3 £9 00 00 3f 04
16 167.9 T8 B4 0000 0000 20 0F |02 a0 €9 d8 27 Sc |08 00 | 45 00 00 2e a3 fa 00 00 3f 04
17 168.2/ TS F4 0000000020 06 |02 a0 c9 d8 27 S | 0800 | 45 00 00 2 &3 fb 00 00 3f 04,
- por-
| Retrieving Frame 22 of 475 [4%) |CAPTURE OFF | TRIGGERS v
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Appendix A
Sending PING, SNMP, and RIP Frames
In the Layer 3 Setup window (see Procedure 3), you can select Ping, SNMP, and RIP traffic to send. The

SNMP and RIP frames are static frames based on RFC 1944 and which can be counted in the
SmartWindows Tx from stack or Rx to stack counters.

il Counters - 05 ML-7710 - [untitled)™

Al Ports - Events Rates Events Rates
01 ML-7710 | 05 ML-7710 05 ML-7710 06 ML-7710 08 ML-7710
02 ML-7710
03 ML-7710
04 ML-7710 Tx Frames
15 I : R Frames
ML 771 [P T= B_'rltES
08 ML-7710 Fix Bytes
e I
11 ML-7710 Collizions
12 ML-F710 CRC Ermors
13 ML-7F10 Alignment Errors
14 ML-7710 :

15 ML-7710 Overdize

15 ML-77110 Frag/UnderSize

17 ML-7710 T ags

18 ML-7710 T« From Stack

19 ML-7710

2|:| ML_??-I |:| HH TEI Stack

21 SE-B205 AHF Heplies 2 ent

g% gggggg AR P Replies Received
54 CE-E305 ARP Requests Received
25 SE-B205 PIMNG FAeplies Sent

26 SE-B205 PING Fequests Sent

23 EEEEEE PIMG Requests Received

Typical values are: Ping frequency 10, SNMP frequency 100, and RIP frequency 200.

To set and send a ping, refer to Procedure 4, Pinging to Check Links, on page 14.
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Appendix B
Editing Frames

In Layer 3 mode, you can edit the packet content for each byte of a custom VTE stream or you can edit
the valid parameters of a packet set up with a specific protocol.

WARNINGS

parameters.

For a specific protocol such as IP or UDP , you should only edit the valid protocol

The last 18 bytes of EACH layer 3 mode stream is RESERVED FOR SMARTBITS usage. Any
values inserted into a custom packet in the last 18 bytes will be overwritten.

The Custom packet view-window also allows you to see the byte location of protocol parameters;
however, it is important to edit ONLY the parameters specifically set up for that protocol.

Creating Custom Packets

1. Click on the ML-7710 SmartCard and select Transmit Setup .

2. Double-click on the VTE stream, set the Protocol type to Custom . Click the Edit button. Note that
there are no parameters assigned to the custom packet bytes.

Transmit Setup - Port 05 ML-7710 100Mb Mul... [EX

v WirtualT ransmitEng

Select the WTE=. Uszeth

Length [bytes]—— — Protocol
[without 4 bute CRC)

Ethernet TP =]

3. Here you can edit the packet contents according to the custom packet you wish to create.

4. Use the File menu Save As command to save your parameters to a .s (S-Record) file for repeated
use. Then click the close-X button. Then OK.

Viewing Byte Location of a Protocol Parameter

5. In the Frame Editor window, now select the Protocol menu IP-UDP command. The first packet
checksum (csum) is for IP and listed first; the second checksum is for the UDP packet.

If you click inside a parameter such as TTL, the number 10 value turns blue inside the byte editor
area -- so the exact location of specific parameters appears quickly and easily.

How to Test Layer 3 Switches

33

m Len |MAL Dt & Fired IED— - |Eustnm j| Selected ¥ TE=

- T . 95 19; Agtivate |
2 B0 fA AR | Fandom \ | -

La -
v 519z =

5 B0 B Defaut_ | oK | Ear&e' | 0 96 192 |
G B0 ff B FF B Fro \ 1 aF 1a Delste...
N VT Frame Editor - Port 05 ML-7710 100Mb Multi-Layer Ethernet TP

580 HAENHR “Fle Edt View Option Protocol Hel

9 GO g DS EER ISR ZpHAR - ErOnEa nEh

10060 fF H F FF BF FF e o

1160 fF 6 A A =|E| Bl =] /]| EI

1260 ffiffifffff @@@@z FF FF FF FF FF FF 90 00 0O PO B0 06 08 6O 45 0@

13 60 FAFEFF AA16: @@ 2E 9@ 0@ 8@ B0 BA 11 2E AB CA @5 @1 A6 CO A6

TaEn dAMNT ee32: 81 06 CO 20 DO 67 0O 1A BD 7A 00 6O 00 6O 00 0O
60ttt 99483 08 00 08 B0 08 00 60 00 00 00 00 00



UDP Example

ii§ Frame Editor - Port 05 ML-7710 100Mb Multi-Layer Ethemnet TP

Fil= Edit “iew Option Protocol Help

za| B2 @felv o) o

POAB: FF FF FF FF FF FF 00 60 00 00 60 05 88 88 45 00
S T FAAffl 8816z 00 2E 00 00 00 00 0A 11 2E A48 CO 05 01 05 CO 06
= @p32- 01 06 0O 20 00 07 00 O)WED 79 @6 B0 06 60 08 0O
MACSrc | 000000000005 gaug: @@ pe @0 @8 6@ 68 9g e g0 60 088 08

type nsan
ver 4
len 5
To5 1]
tot 47
1D 1]
frag 1]
TTL 110
prot 17
T 2EAL The IP packet checksum is 2EAS8.
SourcelP 192.005.007.005
DestlP 192 00R.001.00R
2IC 49154
dst 7
len 27 The [ IDP charkaiim ic RN7A
cEum BD74

Example of what not to do

This is an IP packet which has been edited in the underlined section; SmartBits will overwrite the last
18 bytes of the packet. This packet should be a custom packet, not an IP packet. To be usable as a
custom packet, the frame length would have to be extended to 72 bytes.

i Frame E ditor H=l E3
File Edit “iew Option Protocol Help
=[d| glafs 5 e
P onAP: B OB B8 8O @O 15 PO 0@ PO AP AP 16 B8 8@ 45 00
MAC Dest | 000000000075/ 9916: 00 2E 00 00 00 00 00 04 4C 33 OB 16 21 2C 16 21
= pe32: 2C 37 A5 90 09 ?F 99 00 B0 A0 PA B4 A7 BS 81 B2 1 DO NOT EDIT the last 18
MAC Src | D000D0000007TE| ggyg: g3 gn B2 B2 03 6 0O 68 B0 08 08 60 bytes of a frame.
type 0son
Yer 4
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Repeating a custom frame in another stream or card
To insert the protocol data in layer 3 mode (or on another card):

1. Setthe length to the same value as the saved file. Select CUSTOM from the protocol field. Click the
Edit button.

Transmit Setup - Port 01 ML-7710 100Mb Mul._.

Length [bytes] Protocol
[without 4 byte CRC]

. Custom j
i :

Fixed [96 il :
= Bandom 4|Ed“"'
Default | 1] 4 I Cancel |

2. Select Open from the Custom frame editor File menu.

[ Frame Editor _[O] x|
Edit View [Option Protocol Help

| ] e
Save 608 00 G0 15 OO G0 00 00 00 16 08 00 45 00
Savess. | g po B0 00 A8 B4 4C OF BB 16 21 2C 16 21
- 45 00 G0 2E G0 OG0 00 G0 6A 64 A7 BS O1 02
ere—we—nl B2 02 63 07 06 00 G0 00 06 06 60 00 00 O

|Open an existing Smartwindow settings file | Custam |Byte: B3 Lz

3. Select a previously saved file such as cb_pkt.s .

4. Save (File menu Save As command), update (Actions menu Update command), and transmit (click
Start command on transmitting SmartCard), as required.
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Appendix C
Tips for Testing a Specific Parameter
For example, to test the ToS (Type of Service) parameter, you can set the ToS parameter in the IP packet

as a trigger. Then view the SmartCounters for the trigger and/or capture the trigger packets. Note the
following sequence.

1. Click on the port 5 SmartCard, select Transmit Setup, and double-click on a VTE IP stream.

2. Select Custom as the Protocol, then in the Frame Editor, select IP from the Protocol menu. This

allows you to VIEW the parameter byte locations on the right side and EDIT valid parameters on the
left side.

ii§ Frame Editor - Port 05 ML-7710 100Mb Multi-Layer Ethemnet TP

Fil= Edit “iew Option Protocol Help

_I_IEITI__I_I

0000: FF FF FF FF FF FF 00 00 00 00 00 05 068 00 &y 02
MAC Deost Frffg] 88162 00 2E 00 00 00 00 40 04 F8 B2 CO 05 co 06
@e32: 01 0O¢ @O 9O DA 0O 6O 0O 69 0O B 00 60 06 00
MACSrc | 000000000005 gang: @@ 9@ 60 @@ 6O BB 68 B 90 60 68 08

type nsan
ver 4
len 5 Close button
ToS 2
tot 47
ID T‘ ]
Parameter Sidebar for editing Byte Location Area for View-Only

WARNINGS  For a specific protocol such as IP or UDP , you should edit ONLY the parameters
which appear in the Parameter Sidebar or which appear when you click the Edit button below the
protocol entry.

The last 18 bytes of EACH layer 3 mode stream is RESERVED FOR SMARTBITS usage. Any
values inserted into a custom packet in the last 18 bytes will be overwritten.

3. Here we edited the ToS field to be type 2, which appears at byte 16 (therefore the offset is 15). Select
File menu Save command. Click the Close X button. Click OK.

4. To set the receive trigger on the port 6 receive card, set the offset to 15 bytes, and enter 02 as the
value to set the trigger. Click OK.

Receive Trigger Setup - Port 06 ML-7710 100Mb Multi-Layer Et.__ [E3

Active Patterr(s]: | Only Trigger 1, Trigger 2 ignored j|
—Trgger 1 [Protocol]——————— - Trgger 2 [MEL souce|

MSB 1 4 LSB MSE 1 4 LSE

Byte Offzet Byte Length Biyte Offzet Byte Length

[ ﬂ T jl F fl o fl
= &diasant b Tinggen |

QK I Cancel |
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Then click on the port 6 SmartCard and select the Capture command. In the Layer3 Capture Setup
window, click on the selection:

© Packets with Rx Triggers

5. Click the Start button on the transmitting SmartCard and watch the Capture window.
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