Chapter 8
Working with VLANS

This chapter describes the management of VLANs on an Accelar 1000 Series
routing switch using Accelar Device Manager includingating/editing/deleting
VLANs and managing VLAN bridging. It includes the following sections:

* Accelar 1000 Series VLANghis page)

* Managing VLANs(page 8-2

» Creating VLANs(page 8-%

* Modifying Existing VLANs(page 8-1)

e Managing VLAN Bridging(page 8-12

For a description of the use of Accelar VLAN Manager to manage VLANS across
multiple devices, refer t&€hapter 4, Using Accelar VLAN Managet

For information about configuring IP routing on a VLANfer toChapter 9, IP
Interfaces and &uter Managemerit

Accelar 1000 Series VLANs

A VLAN is a collection of ports on one or more switches that define a broadcast
domain. Accelar 1000 Series routing switches support three types of VLANS:

e Port-based VLANs
e Source IP-subnet-based VLANSs
* Protocol-based VLANs

For further discussion of the types of VLANS, refer to timegiortant Information
about this Software Reledssection inChapter 1, Networking Concepts
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When creahg VLANS using Accelar Device Manager, keep in mind the
following rules:

* The ports in a VLAN or Multi-Link Trunk must be a subset of a single
spanning tree group.

* VLANs must have unique VLAN IDs and names.

* An access (nontagged) port can belong to one and only one protocol-based
VLAN for a given protocol.

* An access (nontagged) port can belong to multiplsubnet-based VLANS.

* An access (nontagged) port can belong to one and only one port-based
VLAN.

» A frame’s membership in a source IP-subnet-based VLAN takes precedence
over a protocol-based VLAN, which takeepedence over a port-based
VLAN.

* The Default VLAN (VLAN ID 1) cannot be renamed or deleted, or it cannot
have its type changed from port-based VLAN.

Managing VLANs

The main window for managing VLANSs in Accelar Device Manager is the Edit
VLAN window accessed by selecting VLAN -> VLANs from the main menu.
The window is divided into Basic and Advanced display areas.

The Basic VLAN window pictured ifigure 8-1displays all defined VLANSs,
their configurations, and their current status. For a description of the Basic VLAN
Window fields, refer tdable 8-1

Note: The Basic VLAN window contains the Bridging button and IP button,
which access screens for managing the bridging and IP routing aspects of the
VLAN, respectively. The options under the Bridging butémae described in the
“Managing VLAN Bridging section onpage 8-12n this chapter. The options
under the IP button are described in the following chapters.

The Advanced VLAN Window pictured iRigure 8-2contains advanced options
including the Action field, which may be useful in troubleshooting. For a
description of the Advanced VLAN Window fieldefer toTable 8-2

The Snoop Window is described@hapter 13, [P Multicasting”

8-2
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[10.10.40.230] - edit Wlans

Basic| Advanced M

Mame | Color | Type | Stald | Porthd ermbe
Il O efault | white [ bpPot | 1 [1/1-3/16

ivebdembers | Statictembers | NotllowT odain| Protocolld | Subretdddr| Subnethd azk

1/1-3116 Hone A A

Bridging... | IP... | Inzert... | Delete | Apply | Refresh | Cloze I Help... |ﬂ

1 row(z)

Figure 8-1. Basic VLAN Window

Table 8-1.

Basic VLAN Window Fields

Field

Description

Vlanld
Name

Color

Type

Stgld

PortMembers

ActiveMembers

StaticMembers

NotAllowToJoin

Protocolld

SubnetAddr
SubnetMask

The VLAN ID for the VLAN (unlabeled farthest left column).
The name of the VLAN.

The color is a proprietary color scheme used by Accelar VLAN
Manager to associate a color with a VLAN. Color does not affect
how frames are forwarded.

Indicates the type of VLAN: ByPort or ByProtocolld.
The spanning tree group ID to which the VLAN belongs.
The slot/ports that are possible members of the VLAN.

The slot/ports that are active members of the VLAN. These include
all static members and any potential member where the policy has
been met.

The slot/ports that are static (always) members of a protocol-based
VLAN.

The slot/ports that are not allowed (never) to become members of
a protocol-based VLAN.

The protocol for protocol-based VLANSs. This value is taken from
the Assigned Numbers RFC. For port-based VLANS, none is the
displayed value.

The source IP subnet address (IP subnet-based VLANS only).

The source IP subnet mask (IP subnet-based VLANSs only).
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(10.10.40.230] - edit Vans

M .-’-'-.dvann:eu:l| M

Mame |HighPriority | Iflndes| AgingTime|  Macdddres: | Action | Fesult | DserDefinedPid

I8l O efault | falze

257 FAa 00:00:00:00:00:00 | fone | nohe ]

Apply | Refresh | Claze Help... |ﬂ

Figure 8-2. Advanced VLAN Window

Table 8-2. Advanced VLAN Window Fields

Field Description

Vlanld The VLAN ID for the VLAN (unlabeled farthest left column).

Name The name of the VLAN.

HighPriority If true, frames in the VLAN will be forwarded through the switch
fabric with high priority.

If false, frames in the VLAN will be forwarded through the switch
fabric with normal priority.

Ifindex If routing is set to true for the VLAN, this value indicates the logical
ifindex that is assigned to the virtual router interface for the VLAN.

AgingTime The timeout period in seconds for aging out the dynamic member
ports of policy-based VLANSs.

MacAddress The MAC address assigned to the virtual router interface for this
VLAN. This field is relevant only when the VLAN is configured for
routing. This MAC address is used as the Source MAC in routed
frames, ARP replies, or RIP and OSPF frames.

Action One of the following VLAN-related actions:
e flushMacFdb—flush MAC forwarding table for VLAN
e flushArp—flush ARP table for VLAN
o flushlp—flush IP route table for VLAN
e flushDynMemb—flush Dynamic VLAN port members
e all—flush all tables for VLAN

Result Result code for Action.

UserDefinedPid

User-defined protocol ID if the user has selected and defined a
protocol type.

8-4
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Creating VLANS

Accelar Device Manager allows creating port-based, source IP subnet-based, or
protocol-based VLANS off the Basic VLAN Window by clicking on Insert.

The window for creating a port-based VLAN opeRg(rre 8-3.

[10.10.40.204] - Inzert Bazic

Id: IT-" 1..4034

M arme: I
Caolar: Ipurple ﬂ

HighPriarity: [~ true @ falze

Spanning T reeGroupld: |1 1.128 ﬂ

Type: |0 bwPort - bulpSubnet - buProtocolld
Parbenbers: [3] 12345878910 1112 1314 7 18

Inzert | Cloze | Help... |

Figure 8-3. Create a Port-Based VLAN Window
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To create a source IP subnet-based VLAN, changing the Type to bylpSubnet
changes the screen layout as sh&igure 8-4for creating an IP subnet-based
VLAN.

Fotential

Figure 8-4. Create an IP Subnet-Based VLAN Window
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To create a protocol-based VLAN, changing the Type to byProtocolld changes the
screen lgout to that pictured ifrigure 8-5for creating a protocol-based VLAN.

[10.10.40.204] - Inzert Bazic

Id: IT-" 1..4034

M arme: I
Caolar: Ipurple ﬂ

HighPricrity: |~ tue 4 false

SpanningT reeGroupld: |1 1.128 ﬂ

Tyne: |v byPart -~ bylpSubnet 4 buProtocolld

Dynamic Membership:

B e

Patential
Always
% ip o ipwB02dotd - ipxB02dot2
. IpsShap . ipsEthemet? -~ appleTalk
Protocolld: |~.- decLat w decOther .- snaB02dot2
~ shaEthemet2 - netBios s ¥hE
s vines o IpYE o uziDefined
AgingTime: [E00 10.1000000 (sec)
Inzert | Cloze | Help... |

Figure 8-5. Create a Protocol-Based VLAN Window

To create all types of VLANS:
1. Enter the VLAN ID.
2. Enter the VLAN name (optional).
If no name is entered, a default is created.
3. Select the color (optional).
Accelar Device Manager will suggest a color, but it can be changed.
4. Specify if traffic will be High Priority.
5. Select the Spanning Tree Group ID of the VLAN.
6. Select the Type of VLAN you are creating.
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7. Specify the port membership by clicking on the port buttons.

For port-based VLANS, you specify whether ports are Always members
or Never members by selecting the member ports. These ports will
display white, while the non-selected ports display as gray.

For source IP subnet- and protocol-based VLANS, you specify whether
ports are:

— Always members—static (green)
— Never members—not allowed to join (red)

— Potential members—dynamic (yellow)

8. Source IP subnet-based VLANs and protocol-based VLANSs also require
the following:

a.

For source IP subnet-based VIANSs, you must insert the source IP
subnet address and IP subnet mask.

For protocol-based VLANS, you must select the protocol.

If you are entering a UserDefined protocol, see the explanation under
“User-Defined Rstocols on page 8-9

For both source IP subnet-based and protocol-based \ANSs, you
should specify the Aging Time or use the default of 600 seconds (refer
to Table 8-2for a description of this parameter).

9. Click on the Insert button to create the VLAN.

Note: In a protocol-based VLAN, a potential member becomes an active
=»| member of the VLAN when a frame of the specified protocol is received. In a

source IP subnet-based VLAN, a potential member becomes an active member
when a frame is received from the specified source IP address.

10. Highlight the newly created VLAN and select IP->Insert to bring up the
Insert IP Address window. Enter an IP address and click on Insert.

8-8
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User-Defined Protocols

You can create protocol-bas@dANs with a uer-defined protocol for integration
into existing networks where nonstandard protocols are used. When the
usrDefined button is selected, the Insert VLAN screen is displayed as shown in
Figure 8-6.

In the UserDefinedPID field, enter the PID of the protocol in the format: 0x
(protocol type in decimal value). The 16-bit PID assigned to a protocol-based
VLAN specifies either an Ethertype, a DSAP/SSAP, or a SNAP PID, depending
on whether the frame encapsulation is Ethernet 2, 802.2, or LLC-SNAP,
respectively.

Refer to*User-Defined Protocolsand Table 1-2on page 1-6or more
information on this topic, to see the actual values and how they are assigned.

The following PIDs are not valid:

* PIDOx0000 through 0x05dc: overlap with the 802.3 frame length.
» PIDs of predefined protocols (for example, IP, IPX, AppleTalk).

* PID 0x8100: reserved by 802.1Q to identify tagfrathes.

* PIDO0Ox9000: used by the diagnostic loopback frames.

* PIDOx8808: used by 802.3x pause frames.

* PID0x4242: overlaps with the BPDU DSAP/SSAP.
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Id: |2 1.4094
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HighFriority: |~_- true 4 false
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Figure 8-6. Entering User-Defined Protocol ID

Configuring Other VLAN Parameters

Some other VLAN parameters that should be considered are whether or not to
discard frames on trunk and access ports and IGMP snooping parameters.

Accepting Tagged and Untagged Frames

You can select whether or not to discard tagged frames received on an access port
and untagged frames received on a trunk port. Efeudt is to disard the frames.

You can also designate the port-based VLAN to which these frames are assigned
by setting the trunk port'sefault VLAN ID (the default is VLAN 1).
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To select to discard tagged frames received on a port, Click on the port and select
Edit Port->VLAN.

Refer to"VLAN Window” on page 6-6n Chapter 6, Port Configuration and
Graphing”

IGMP Snooping

IGMP Snooping allows the user to optimize the multicast data flow for a group
within a VLAN only to the members of the group. This feature is set up through
the VLAN->VLAN->Snoop window. For a description of this window along with
more information about IGMP snooping and how to set itefigr toChapter 13,
“1P_Multicasting”

Modifying Existing VLANSs

Existing VLANs are managed using the Basic VLAN Wind@ig(re 8-1 on
page 8-3and Advanced VLAN Window (Figure 8-2) quage 8-4using the
normal Device Manager GUI tools (refer‘tditing Objectsin Chapter 3,
“Accelar Device Manager Basfds

- | Note: After a VLAN is created, the type of VLAN cannot be changed.
The VLAN must be deleted and a new VLAN of the chosen type created.

Note: To edit the ports in a VLAN in the Basic VLAN Window, select a port
=»| member cell in the VLAN table and use the ellipses (...) icon to pull up a port
selection tool with all ports in the STG of the VLAN available. Any changes
made to the ports are made immediately.
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Managing VLAN Bridging

Bridging occurs in layer 2 of the OSI model where only the MAC address in the
packet header is considered when forwarding. With Accelar routing switches, all
bridging is done within the context of a VLAN where each VLAN has its own
bridging configuration and forwarding table.

To configure and monitor bridging:

1. From the Accelar Device Manager menu bar, choose
VLAN>VLANs>Basic>Bridging .

2. Select a VLAN; then click on Bridging at the bottom of the window.
The Edit Bridge window opengigure 8-j.Table 8-3describes the fields.

[F1200-14] - edit Bridge [Default Wan)

Fonwarding M @

Trangzparent

LeamnedEntryDizcards: 0

AgingTime: |3EIEI 10..7000000 [zec)
Apply | Refresh ‘ Cloze | Help... |

Figure 8-7. Edit Transparent Bridge Window

Table 8-3. Transparent Bridge Window Fields

Field Description

LearnedEntryDiscards  The total number of Forwarding Database entries that have
been or would have been learned but have been discarded due
to a lack of space in the Forwarding Database. If this counter is
increasing, it indicates that the Forwarding Database is
regularly becoming full (a condition which has unpleasant
performance effects on the subnetwork). If this counter has a
significant value but is not presently increasing, it indicates that
the problem has been occurring but is not persistent.

AgingTime The timeout period in seconds for aging out dynamically
learned forwarding information.The IEEE 802.1D-1990
standard recommends a default of 300 seconds. The actual
aging time can be up to two times the AgingTime value.

8-12
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VLAN Bridge Table

The VLAN Bridge Table window (Figure 8-8) is the forwarding database for the
VLAN and contains information about unicast entries for which the bridge has
forwarding and/or filtering information. This table is accessed by clicking on the
Forwarding tab in the Edit Bridge window. This information is used by the
transparent bridging function to determine how to forward a received frame.
Refer toTable 8-4for a description of the VLAN Bridge Table window fields.

(1341771

- edit Bridge [Default YLAN)

Transparent Fu:urwarding| M M

Status Mactddresz | Port| Monitor | Priority
leamed 00:00:a2:6a4e:c0| 34 |falze lows
leamned | 00:00:a2:d3:d3:fe | 34 |falze lots
mamt  |00:070:00:01:00:01 | 342 | falze low
mgmt (0007 1001:a0:03 ) 34 falze I
leamed 00:08:c7: 2006c:9d | 341 |falze lows
learned 00:08:c7:20:ac:d3| 341 [false low
leamed 00:08:c7:200ec:25) 341 |falze lows
learned | 00:08:c¥.cl:ch11 | 347 [false low
ragrt JO0:12:02:02:02:02 | 34 |falze law
learned | D0:B0:08:06:f3:99 | 341 [false low
leamed | 00:60:08:06:fa2a | 3/ |falze lots
learned |00:60:08:16:4d:6c| 341 [falze low
leamed 00:60:08:18 a4:52 | 3/ |falze lots
learned | 00:B0:08:21:19:7b | 341 |falze low
leamned |00:60:08:31.68:60| 341 |falze lots
leamed 00:60:97.07 ed:b2 | 341 |falze lows
learned (00:60:97:16:09:43| 341 [falze low
leamed 00:60:97:16:09:81 | 341 |falze lows
learned 00:60:97:16:09:8a| 341 [false low
leamed 00:60:97:16:09:82 | 341 |falze lows
learned 00:60:97:16:0a:10| 341 [false low
leamed | 00:60:97:38:29:5F | 341 |falze lots
learned | D0:B0:97:43:fd:01 | 34 [false low
leamed | 00:60:97:4fb3:87 | 3/ |falze lots
learned | D0:B0:97:4kb4:63 | 341 [falze low
leamed | 00:60:97:4fb4:72 | 34 |falze lots
learned |00:60:97:96:85:20| 341 [falze low
leamned 00:B0:97:96:92:02 | 3/ |falze lots
leamed 00:60:37:98:40:03| 341 |falze lows
leamned 00:B0:97:a1:.c9:57 | 34 |falze lots
Figure 8-8. VLAN Bridge Table Window
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Note: For troubleshooting purposes, it is sometimes necessary to manually
=*»| flush the bridge forwarding database of learned MAC addresses.
The forwarding database can be flushed in two contexts:

* By Port—Delete all MAC addresses associated with a port for all
VLANSs under Edit Port -> Irdrface -> Ation -> FlushMacFdb.

* By VLAN—Delete all MAC addresses associated with the VLAN under
VLAN -> VLANSs -> Advanced -> Action -> FlushMacFdlrigure 8-9)

Table 8-4. VLAN Bridge Table Window Fields
Field Description
Status Values include:

» self—one of the bridge’s addresses.
* learned—a learned entry that is being used.
* mgmt—a static entry.

MacAddress A unicast MAC address for which the bridge has forwarding and/or
filtering information.

Port Either a value of zero (0) or the port number of the port on which a
frame having the specified MAC address has been seen. A value of O
indicates a self-assigned MAC address.

Monitor Select true or false to copy packets with MAC address in source or
destination field. Used with port mirroring. For more information, refer

to “Port Mirroring” on page 15-3.
Priority Sets the priority of this entry as high or low relative to the other entries.

0.47) - edit Vlans
M Advanced‘ Snoop
Mame [HighFriority |findex|AgingTime| MacAd s |Action| Result |UserDefinedFid
Il Default false 257 [HFFY 00:20:16:04:60:81 |none™l  none ]
I LAN-2 false 268 [HFYY 00:00:00:00:00:00 none “# nane
“*flushhacFdb
Apphy ‘ Refresh | Close ‘ Help.. A flushArp
2 row(s) “flushlp
“ flushDynbdemb
> all

“* flushSnoopkdemb

Figure 8-9. VLAN Flush Forwarding Database Window
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VLAN Static Bridge Table

The VLAN Static Bridge Table window (Figure 8-10) contains static forwarding
information configured into the bridge by (local or network) management
specifying the set of ports to whiftames received and comiang specific
destination addresses are allowed to be forwarded. Entries are valid for unicast
and for group/broadcast addresses. Reféabde 8-5for a description of the

VLAN Static Bridge Table window fields.

(10.125.200.41) - edit Bridge (Default "/LAN)

Filter‘

Transparent| Forwarding ‘ Static

Machddress Port Monitor Priarity  Status |
Inger... ‘ Delete ‘ Ay | Refresh ‘ Close Help... |j
0 row(s)

Figure 8-10.  VLAN Static Bridge Table Window

Table 8-5. VLAN Static Bridge Table Window Fields

Field Description

MacAddress The destination MAC address in a frame to which this entry’s forwarding
information applies. This object can take the value of a unicast address.

Port The port number of the port on which the frame will be received.

Monitor Select true or false to copy packets with MAC address in source or
destination field. Used with port mirroring. For more information, refer to

“Port Mirroring” on page 15-3.

Priority Sets the priority of this entry as high or low in relationship to the other
entries.
Status Indicates the status of this entry. Values can be one of the following:

* permanent—in use and will remain so after the next bridge reset.
This is the default value.

* deleteOnReset—in use and will remain so until the next bridge reset.

* deleteOnTimeout—currently in use and will remain so until it is aged.

» other—in use but the conditions under which it will remain so are
different from other values.
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Bridging Filters

To perform MAC-layer bridging, the routing switch must know the destination
MAC-layer address of each device on each attached network so it can forward
packets to the appropriate destination. MAC-layer addresses are then stored in
the bridging table, and you can filter packet traffic based on the destination
MAC-layer address information.

The MAC filtering supported in the Accelar switches is the Bridge MIB filtering
(RFC 1493). The number of MAC filters is limited to 100. You create a filter entry
in much the same way as you create a static MAC entry, by entering a MAC
address and the port on which it resides. In the MAC filter record, you also specify
which ports are NOT ALLOWED to send traffic to that MAC on that port.

For example, if the filtered MAC address sends out an ARP request for a station
on one of the NOT ALLOWED ports, the station will receive the ARP request and
send a reply. The reply is what gets filtered by the routing switch in this instance,
not the request from the filtered MAC.

To view a list of filters, select VLANs->VLANs->Bridging->Filters from Device
Manager (Figure 8-11).

(10.125.200.41) - edit Bridge (Default WLAM)

Transparent‘ FDrwarding| Static Filter|

Macaddress Port MotallowedFrom Status |
Insert.. | Delete | Apphy ‘ Refresh | Close Help... ‘ﬂ
0 rovws)

Figure 8-11.  Bridge Filter Window

8-16
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To filter traffic:
1. Click on Insert at the bottom of the Bridge Filter window.

The Insert Filter window opens (Figure 8-12).

10.125.200.41] - Insert Filter

MacAddress: I

Port: I—ﬂ
RE
3112
MotAllowedFram: @ﬂﬂ
TRE
17/2) 3] 415/ &1 8] 0] 11] 121 13] 14 18] 18

Inser ‘ Close | Help... |

Figure 8-12.  Insert Filter Window

2. Enter a MAC address from the Bridge Filter window (Figure 8-11).
3. Select the port where this MAC address can be found.

4. Select the ports from which you do not want to receive packet traffic for
this MAC address.

5. Click on Insert at the bottom of the window.

893-01052-C
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Chapter 9
IP Interfaces and Router Management

This chapter describes basic IP routerrifiaiges corifuration and router
management in Accelar Device Manager. It discusses the basic IP router
interface configuration required before any routing protocols can be configured.
Information about configuring RIP and OSPF are coveré&hiapter 10,
“Configuring and Managing RJPandChapter 11, Configuring and Managing
OSPE” respectively.

The router management features covered in this chapter apply regardless of which
routing protocols are used and include router IP configuration, IP route table
management, ARP configuration, ARP table management, BootP/DHCP relay
configuration, and VRRP configuration.

Physical Versus Virtual Router Interfaces

There are two types of router interfacesygbal router inerfaces (also called

isolated router ird@rfaces) and virtuabuter interfaces. These router interface

types correspond to the two types of routing supported by an Accelar 1000 Series
routing switch: routing on a physical port (also called routing on an isolated
routing port) and routing on a virtual port that is associated with a VLAN.

Any port on the routing switch can be configured to be an isolated routing port.
In this mode, the port only routes IP traffic and does not perform any bridging.
The IP address is assigned to the port itself, and the routdag®eservicing

the isolated routing port is called a physical routerrfatee. Note that there is a
one-to-one correspondence between the physical port and the roetiacit

893-01052-C

9-1



Reference for the Accelar Management Software Release 1.3

The other type of routing supported on an Accelar routing switch is the routing
of IP traffic to and from a VLAN. Because a given port can belong to multiple
VLANSs (some of which are configured for routing on the switch and some of
which are not), there is no longer a one-to-one correspondence between the
physical port and the router interface. MAN routing, the router intdace for

the VLAN is called a virtual router iatface because the IP address iggassl to

an interface on theouting entity in the switch. This initial iatface has a
one-to-one correspondence with a VLAN on any given switch.

In an Accelar 1000 Series routing switch, the IP address of any physical or virtual
router interface can be used for IP-based network management (SNMP, Telnet,
and Web).

IP Interface Configuration

The steps required to configure IP for physical or virtual routerfaate can be
broken down as follows:

1. Verify that IP forwarding is enabled globally.

2. Assign an IP address and subnet mask to the interface.

3. Configure Address Resolution Protocol (ARP) for the interface.
4

Enable Dynamic Host Configuration Protocol (DHCP) relaying
(optional).

5. Enable Virtual Router Redundancy Protocol (VRRP) (optional).
6. Enable Internet Group Management Protocol (IGMP) (optional).
7. Configure routing protocols (OSPF,RIP) for the interface (optional).

The following sections give step-by-stegtructions to complete the first

five steps for isolated routing ports and virtual router ports. For information about
configuring specific routing protocols on an IPariaice, refer to the appropriate
chapter Chapter 13or IGMP, Chapter 10or RIP, andChapter 1¥or OSPF).
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Configuring IP on an Isolated or Physical Routing Port

The following sections tell how to use the steps with Device Manager to configure
IP on a physical or isolated routing port.

Assign an IP Address to the Port

To specify an IP address for an isolated routing port:

1.

Verify that routing is enabled by selecting Routing->IP from the menu
and confirming that Forwarding is selected.

Select and Edit a port.

Select the IP Address tab and click on Insert.
The Insert IP Address window opens.

Enter the IP address and mask.

Click on Insert.

Note: You cannot edit the IP address, and you can assign only one IP address
to any router interface (pbical or virtual). Attempting to assign a second IP
address returns an invalid IP address error.

Enable/Disable ARP on the Port

After the IP address is assigned, ARP can be configuredefauyld ARP
Response is enabled and Proxy ARP is disabled.

To enable or disable ARP on an isolated router port:

1.
2.
3.

Select and Edit a port.
Select the ARP tab, as illustrated irkigure 9-1.

In the DoResp field, click on disable or enable to select whether or not to
respond to an ARP, and then click on Apply.

The default is enabled.

In the DoProxy field, click on enable to enable Proxy ARP function
(see* Using Proxy ARP’ on page 9-14for an explanation of the option).

The default is disabled.

893-01052-C
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(10.10.40.193) - edit Port =|
Interface| . DUl Sparning 1P| uBp| DHCP| OSPF| RIP WRRP| Test
Connector Tree | Address

DoProsy: |4 disable - enable

DoResp: |- dizable 4 enable

Port | 343

Apply | Refresh | Close | Help... |

Figure 9-1. Edit Port ARP Configuration Window

Configuring IP on a Virtual Router Port

Mame |Color | Type |Stald| Porbdembers| dctivebdembers | Statichtembers | MotdllowT oloin| Protocolld | Subnetdddr| Subrethd azk
il Default ) white | bpPart | 1 |1/1-3/16 1/1-3/16 none Y [,

The following sections show how to configure IP on a virtual routing port.

Assign an IP Address to the VLAN

To specify an IP address for a virtual routing port:

1. Verify that routing is enabled by selecting Routing->IP from the menu
and confirming that Forwarding is selected.

2. From the Accelar Device Manager menu bar, choose VLAN->VLANS.
The Edit VLANs window opengFigure 9-2)

[10.10.40.230] - edit Wlans

Basic| Advanced M

Bridging... | IP... | Inzert... | Delete | Apply | Refresh | Cloze I Help... |ﬂ

1 row(z)
Figure 9-2. Edit VLANs Window
3. Select the VLAN.
9-4 893-01052-C
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4. Click on IP at the bottom of the Edit VLANS window.
The Edit VLAN IP Address window opefiBigure 9-3)

(134.177.80.9) - edit Vlan_IP (Default WLAMN)

Adiacs| DHCP] IGMP| OSPF ﬂmp

134.177.80.9]255.255.255.0 Ones 1500
Insert.. | Delete | Refresh ‘ Close Help... |ﬂ

1 rovwls)

Figure 9-3. Edit VLAN IP Address Window

5. Select the IP Address tab and click on Insert.
The Insert IP Address window opens.
6. Enter the IP address and mask.

7. Click on Insert.

Note: You can assign only one IP address to any router interfagsi¢ahor
nd virtual). Attempting to assign a second IP address returns an invalid IP
address error.

Enable/Disable ARP on the VLAN

After the IP address is assigned, ARP can be configuredefBultl ARP
Response is enabled and Proxy ARP is disabled.

To enable or disable ARP on a VLAN:
1. From the Device Manager menu bar, choose VLAN->VLANS.

2. Click on the VLAN as shown inFigure 9-4.
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Basic| Advanced M

Mame | Color | Type | Stald | Porthtdembers ivehdembers | Statichembers | MotdllowT alain| Protocolld | Subretdddr| Subnethd azk

I8l Default | white | BpPark | 1 [1/1-3416 1/1-3416

[10.10.40.230] - edit Wlans

none T A2 KL

Bridging... | IP... | Inzert... | Delete | Apply | Refregh | Cloze | Help... |ﬂ

1 row(z)
Figure 9-4. Selecting VLANS
3. Select IP.
4. Click on ARP.
The VLAN ARP Configuration window openBigure 9-5.
5. Inthe DoResp field, click on disable or enable to select whether or not to
respond to an ARP, and then click on Apply.
The default is enabled.
6. Inthe DoProxy field, click on enable to enable Proxy ARP function
(see* Using Proxy ARP’ on page 9-14for an explanation of the option).
The default is disabled.
(10.125.200.41) - edit Vlan_IP (Default vLan) B
1=
Address| DHCP| 1GMP| OSPF ﬂmp
DoProxy: |4 disahle - enahle
DoResp: |~ disahle 4 enahle
Ay | Refresh ‘ Close Help... |
Figure 9-5. VLAN ARP Configuration Window
9-6
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IP Router Management

In Accelar Device Manager, most of the windows related to managing the IP
router are dund under the Routing main menu selection.

The Routing->IP windows are the routing protocol independent windows and
allow the network manager to configure the router’s IP protocol stack and manage
the routing tables. The Edit IP window includes the IP address, the IP route table,
the IP flow table, and the ARP table.

The following sections describe the management facilities provided in the
Routing -> IP windows except for high-priority IP Flow management, which is
covered inChapter 16, Prioritization”

Router IP Configuration

The IP configuration windoFigure 9-6)contains prameters for configuring the
router’s IP protocol stack. The different opticare described ifiable 9-1

(10.125.200.41) - edit P

|P| P Address| P Ruute‘ = FIDW| ARP|

Forwarding: " forwarding ~_- notforwarding

DefaultTTL: |255 [sec)

ReasmTimeout: 30 sec

ARFLifeTime: ISED [min)

Apphy ‘ Refresh | Close Help...

Figure 9-6. IP Configuration Window
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Table 9-1. IP Configuration Window Fields

Field Description

Forwarding Sets the switch for IP forwarding (routing) or nonforwarding. The
default is forwarding.

DefaultTTL The default value inserted into the Time-To-Live field of the IP header

of datagrams originated by the routing switch whenever a TTL value is
not supplied by the transport layer protocol. Default is 255 seconds.

ReasmTimeout The maximum number of seconds that received fragments are held
while they are awaiting reassembly of this entity.This field cannot be
changed by the user.

ARPLifeTime The lifetime of an ARP entry within the system, global to the switch.
Default is 360 minutes.

Router Interface Table

The Router Interface Tab¥endow (Figure 9-7)can be accessed from the Device
Manager main menu under Routing->IP->IP Address. This window shows all the
IP addresses defined in the routing switch and the associated routiacagen
which it is defined in one central location. The hdee @lumn shows whether

an IP address is configured for a physical router interface and a virtual router
interface. For descriptions of the fields in the Routenfate Tablevindow, refer

to Table 9-2

(10.125.200.41) - edit P

ﬂ P Address| P Ruute‘ = FIDW| ARP|

Addr Interface Methdask

10.125.200.41 |Default (YLAN) [2565.255.280.224 1 1500

Refresh | Close Help... | =]

1 row(s)

Figure 9-7. Router Interface Table Window

Note: This window shows all IP addresses defined in the box in a central
=*| location and is useful when trying to find IP address conflicts within the
routing switch. None of the fields can be edited.
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Table 9-2. Router Interface Window Fields

Field Description

Addr The IP address of the router interface.
Interface The router interface.

* Virtual router interfaces are identified by the name of the VLAN
followed by the (VLAN) designation.

* Physical interfaces are identified by the slot/port number of the
isolated routing port.

NetMask The subnet mask of the router interface.
BcastAddr The IP broadcast address format used on this interface.

ReasmMaxSize The size of the largest IP datagram that this entity can reassemble
from incoming IP fragmented datagrams received on this interface
(not editable).

IP Route Table

The IP Route Table windogFigure 9-8)is accessed from the Device Manager

main menu under Routing->IP->IP Route. This window displays the contents of
the system routing table and can be used to delete routes or to create static routes.
From this window, you can delete any route, whether it is static or a dynamically
learned route from RIP or OSPF. Téfore, you shold exercise are when

deleting entries from the route table.

The fields in the IP Route Table window are describethinie 9-3

default 0.0.0.0 Default (vLAMN) [134.177.80.1 | indirect [netmgmt | 0 1
134.177.80.0 |255.255.255.0 |Default (VLAN) |[134.177.80.9 | direct | local 0 1
Insert... ‘ Delete ‘ Refresh | Close Help... | =]
2 row(s)
Figure 9-8. IP Route Table Window
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Table 9-3. IP Route Table Window Fields
Field Description
Dest The destination IP network of this route. An entry with a value of 0.0.0.0

is considered a default route. Multiple routes to a single destination can
appear in the table, but access to such multiple entries is dependent on
the table access mechanisms defined by the network management
protocol in use.

Mask Indicate the network mask to be logically ANDed with the destination
address before being compared to the value in the ipRouteDest field.

Interface The router interface for this route.
» Virtual router interfaces are identified by the VLAN number of the
VLAN followed by the (VLAN) designation.
* Physical interfaces are identified by the slot/port number of the
isolated routing port.

NextHop The IP address of the next hop of this route.
Type The type of route:

o direct

* indirect

Note that the values direct and indirect refer to the notion of direct and
indirect routing in the IP architecture.

Proto The routing mechanism through which this route was learned.

Age The number of seconds since this route was last updated or otherwise
determined to be correct.

HopOrMetric The primary routing metric for this route. The semantics of this metric
are specific to different routing protocols.

Creating Static Routes

Static routes are used to provide a mechanisretie routes to the signation IP
address prefixes manually.

To create a static IP route:

1. From the Accelar Device Manager menu bar, choose Routing->IP.
The Edit IP window opens.

2. Select the IP Route tab and click Insert.

The Insert IP Route window opens, as showhigure 9-9
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134.17716.23) - Insert IP Route

Dest: I
Mask: I
MextHop:
HaopOrtdetric: |1]
Insert | Close ‘ Helg... ‘
Figure 9-9. Insert IP Route Window

3. Fill in the Dest and Mask fields with the IP route information.

4. Fill in the NextHop field (pointing to the router through which the
specified route is accessible) and specify the HopOrMetric value. Click on
Insert.

The route will now appear in the routing table.

Example: Creating a Static Default Route

The default route is used to specify a route to all networks for which there are no
explicit routes in the Forwarding Information Base or the routing table. This route
is by definition a route with the prefix length of zero [RFC1812]. The routing
switches can be configured with the default route statically, or they can learn it via
a dynamic routing protocol.

- Note: To create a default static route, the destination address and subnet mask
must be set to 0.0.0.0.
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To create a static default route:

1. From the Accelar Device Manager menu bar, choose Routing->IP.
The Edit IP window opens.

2. Select the IP Route tab and click on Insert.

The Insert IP Route window opens, as showRigure 9-10

134.17716.23) - Inzent IP Route

Dest: (0.0.0.0
Mask: 0.0.0.0
MextHop: 1323215

HopOrkdetric:

Insert | Close ‘ Helg... ‘

Figure 9-10.  Insert IP Route Window
3. Enter 0.0.0.0 in the Dest and the Mask fields.

4. Fill in the default NextHop router’s IP address and the HopOrMetric
value, and click on Insert.

The default route record is created in the routing table.

Router ARP Table

The router’s ARP table windofFigure 9-11)can be accessed from the Device
Manager main menu under Routing->IP->ARP. This window displays the known
MAC address to IP address associations. Static ARP entries cagaled and
individual ARP entries deleted in this window. For descriptions of the fields in the
ARP Table window, refer tdable 9-4
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(10.125.200.41) - edit P

ﬂ IP Address| P Fuoute| P Flow| ARP|
e D0:e0:16:04:66:44 110.125.200 161 |static
e 00:00:81:bcez:00 110125200162 | dvnamic
e A Af:f 10.125.200.191 (static
217 in Default (vLAMN) |00:00:82:ch:3ecbe| 10.125.200.33 [dynamic
217 in Default (vLAM) | 00:20:afe?: 167 | 10.125.200.34 dynamic
217 in Default (vLAMN)|08:00:20:88:ch:eb | 10.125.200.35 [dynamic
217 in Default (vLAN) |00:e0:16:78:35:81 [ 10.125.200.40 [dynamic
Default (vLAMN)  |00:e0:16:04:66:81 [ 10.125.200.41 (static
277 in Detault (YLAR) |00:e0:16:03:52:81 [ 10.125.200.42 [dynamic
2/1 in Default (WLAN] (00:00:87:bc:e2:81 | 10.125.200.43 (dynamic
Detault fLAN) f:ft A1 A 10.125.200.63 [static
Inser... | Delete | Apphy ‘ Refresh | Close Help.. [=]
17 rowe(s)
Figure 9-11.  ARP Table Window
Table 9-4. ARP Table Window Fields
Field Description
Interface The router interface for this ARP entry:
* Physical interfaces are identified by the slot/port number of the
isolated routing port.
» For virtual router interfaces, the physical slot/port and the name of
the VLAN followed by the (VLAN) designation are specified.
MacAddress The media-dependent physical address (that is, the Ethernet address).
IpAddress The IP address corresponding to the media-dependent physical
address.
Type Type of ARP entry:

» static—a statically configured ARP entry
e dynamic—a learned ARP
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Configuring Static ARP Entries

To configure static ARP entries:

1. From the Accelar Device Manager menu bar, choose Routing->1P.
The Edit IP window opens.

2. Select the ARP tab, and click on Insert.
The Insert ARP window opens, as showirigure 9-12

(10.125.200.41) - Insent ARP

IpAddress: |
MacAddress: I

Insert | Close ‘ Help... |

Figure 9-12.  Insert ARP Window

3. Specify the virtual or isolated router interface by selecting the down
arrow in front of the Interface field.

This action specifies the inface onnected to the station for which static
ARP entry is being defined.

4. Enter the IpAddress and the MacAddress fields, and click on Insert.

The static ARP entry appears in the ARP table, as showigume 9-11

Using Proxy ARP

Proxy ARP allows the Accelar routing switches to respond to an ARP request
from a locally attached host or end station for a remote destination. It does so by
sending an ARP response back to the local host with its own MAC address of the
router interface for the subnet wich the ARP request was received. The reply

is generated only if the switch has amig&route to the destitian network.

Figure 9-13is an example of proxy ARP emtion. Host B could send an ARP
request for Host C. The Accelar routing switch would respond to the ARP request
with Host C’s IP address but with its own MAC address.

9-14
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Routing switch

e ) [====]
172.31.1.254/24 |= 8o foud . fodm g | 172.31.20.254/24
00 EO 16 00 00 01 00 EO 16 00 00 05

ARP reply
172.31.20.1
00 EO 16 00 00 01

ARP t
i R T o R
00 00 00 00 00 00

Host A Host B Host C Host D
172.31.1.1/16 172.31.1.20/16 172.31.20.1/24  172.31.20.50/24
0020 00 00 00 01 00 20 00 00 00 20 0021 00000001 002100000002

8286EA

Figure 9-13.  Proxy ARP Operation

To configure proxy ARP:

1. From the Accelar Device Manager menu bar, choose
VLAN->VLANs->Basic->IP->ARP.

The Edit VLANs window opengFigure 9-14)

(10.125.200.41) - edit Vian_IP (Default VLAN) B

RIP| ARP

DoProxy: |4 disahle - enahle

DHCR| IGME| DSPF

Address

DoResp: |~ disahle 4 enahle

Ay | Refresh ‘ Close Help... |

Figure 9-14.  Enabling Proxy ARP

2. Click on the DoProxy enable button, and then click on Apply.
Proxy ARP is enabled for the VLAN.

893-01052-C
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Flushing Router Tables

For administrative and/or troubleshooting purposes, it is sometimes necessary to
flush the routing tables. Accelar Device Manager provides facilities for doing this
in two contexts: by VLAN and by port.

In a VLAN context, all entries associated with the VLAN will be flushed.
All the ARP entries and IP routes for a VLAN can be flushed under
VLAN->VLANs->Advanced->Action. For more informatiomefer

to Chapter 8, Working with VLANS.”

In a port context, all entries associated with the port will be flushed. The ARP
entries and IP routes for a port can be flushed under Edit Port->Interface->Action.
For more informationrefer toChapter 6, Port Configuration and Graphirig

BootP/DHCP Relay

Dynamic Host Configuration Protocol (DHCP), an extension of the Bootstrap
Protocol (BootP), is used to dynamically provide host configuration information
to the workstations. To lower adminidive overhead, network managers prefer to
configure a small number of DHCP servers in a central location. Using few DHCP
servers requires the routers connecting to the subnets or VLANs/bridge domains
to support the BootP/DHCP relay function so that hosts can get the configuration
information from servers several router hops away.

Differences Between DHCP and BootP

The following differences between DHCP and BootP are specified in RFC2131
and include functions that BootP does not address:

» DHCP defines mechanisms through which clients can be assigned a network
address for a finite lease (allowing for reuse of IP addresses).

» DHCP provides the mechanism for clients to acquire all of the IP
configuration parameters needed to operate.

DHCP uses the BootP message format defined in RFC 951. A packet is classified
as DHCP if the first four octets in the options field are 99, 130, 83, 99 and the
fifth octet is 53. The first four octets are referred to as the “Magic Cookie”; the
fifth is the DHCP message type code. The remainder of the options field consists
of a list of tagged parameters that are callgations” (RFC2131).

9-16
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Summary of DHCP Relay Operation

BootP/DHCP clients (workstations) generally use UDP/IP broadcasts to
determine their IP addresses and configuration information. If such a host is on a
network or a subnet segment (or VLAN) that does not include a DHCP server, the
UDP broadcasts are by default not forwarded to the server located on a different
network segment or VLAN. The Accelar routing switches can be configured to
overcome this issue by forwarding the broadcasts to the server through isolated or
virtual router interfaces. Theuter interfaces can be cigired to forward DHCP
broadcasts to other locally connected network segments or directly to the server’s
IP address. DHCP must be enabled on a per-routalgdeané basis.

In Figure 9-15 an end station is connected to subnet 1, corresponding to VLAN 1.
The Accelar routing switch connects two subnets via the virtual routing function.
When the end station generates a DHCP request as a limited UDP broadcast to the
IP address of all 1s (that is, 255.255.255.255) with the DHCP relay function
configured, the Accelar routing switch forwards DHCP requests to subnet 2 or to
the host address of the DHCP server, depending on the configuration.

DHCP
End Accelar routing server

station switch
Subnet 2/
VLAN 2 |:|

Subnet 1/
VLAN 1

8284EA

Figure 9-15. Example of DHCP Operation
To set up a forwarding path for BootP/DHCP packets received on afagate
enabled for DHCP relaying:
1. Choose Routing->DHCP.
The edit DHCP windowHigure 9-16 opens.
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(134.177.80.9) - edit DHCP

Globals|

Agentéddr Serverdddr Enable Mode |
Inser... ‘ Delete ‘ Apply | Refresh ‘ Close Help... |ﬂ

0 rovwls)

Figure 9-16.  Edit DHCP Window

2. Click on Insert.

The Insert Globals windowr{gure 9-17 opens.

(134.177.16.23) - Insen Globals

AgentAddr: |
Senverifddr:

Enakle: |4 true -~ false
tdode: |~ hootp - dhop 4 both

Insert | Close ‘ Help... ‘

Figure 9-17.  Insert Globals Window

3. Type in the Agent Address.

This parameter specifies the IP address of the inperface on which the
relaying of received BootP/DHCP packets must be enabled.

4. Type in the Server Address.

This parameter isimer the IP address of the BootP/DHCP server or the
address of another local erface of theswitch. If it is the address of the
BootP/DHCP server, then the request is unicast to the server’s address. If the
address is one of the IP addresses of an interface ewitod, then the
BootP/DHCP requests will be broadcast out of that locatfiate.

5. Enable or disable BootP/DHCP relay.

The default is enabled.
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6. Select the type of messages to be relayed.

The default is to relay both BootP and DHCP messages.

Forwarding DHCP P ackets

In the example shown iRigure 9-18 the Agent Address is: 10.10.1.2.

» To configure the Accelar routing switch to forward DHCP packets from the
end station to the server, use 10.10.2.1. as the Server Address.

10.10.1.254/24  pccelar  10.10.2.254/24 DHCP server

End station routing 10.10.2.1/24
10.10.1.1/24 switch

DHCP server
10.10.3.1/24

Subnet 3/

8374EA

Figure 9-18.  Forwarding DHCP Packets

All BootP broadcast packets, including DHCP packets thagapgn the
VLAN 1 router inerface (10.10.1.2), will be forwarded to the DHCP server.
In this case, the DHCP packets will be forwarded as unicast to the DHCP
server’s IP address.

» To forward BootP/DHCP packets as broadcast packets to VLAN 2, specify
the IP address of the switch VLAN2 router nfidee (10.10.2.2.) as the Server
Address.

Multiple BootP/DHCP Servers

Most enterprise networks use multiple BootP/DHCP servers for fault tolerance.
The Accelar routing switches allow configuring to forward the BootP/DHCP
requests to multiple servers. Up to 10 servers can be configureckive opies

of the forwarded/relayed BootP/DHCP messages.

893-01052-C
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If a DHCP client is connected to a routable ifdéee, to cornjure DHCP requests
to be sent to 10 different routabigerfaces or 10 different server IP addresses,
enable DHCP on the client (Agent Address) and then enable DHCP from the
client to each of the interfaces or IP addresses (SAddmesses).

In the example shown iRigure 9-19 two DHCP servers are located on

two different subnets. To configure the Accelar routing switch to forward the
copies of the BootP/DHCP packets from the end station to both servers, specify
the routing switch (10.10.1.254) as the Agent Address. Then enable DHCP to
each of the DHCP servers by entering 10.10.2.1. and 10.10.3.1. as the Server

Addresses.
. 10.10.1.254124  pccelar 10102254124 DHCP server
End station routing 10.10.2.1/24
10.10.1.1/24 switch

DHCP server
10.10.3.1/24

Subnet 3/
VLAN 3

8374EA

Figure 9-19.  Configuring Multiple BootP/DHCP Servers

VRRP

End stations are often configured with a static default gateway IP address. Loss
of the default gateway router can have catastrophic results. Virtual Router
Redundancy Protocol (VRRP) is designed to eliminate this single point of failure
routed environment by introducing the concept of a virtual IP address (transparent
to users) shared between two or more routers connecting the common subnet to
the enterprise network. With the virtual IP address as the default gateway on end
hosts, VRRP provides a dynamiefdult gateway redundancy in the event of a
failure.

Four VRRP interfaces (isolateduting portsand VLANS) are allowed per
Accelar switch and all VRIDs must be unique.
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To set up VRRP parameters:
e On a port, select Edit->Port->VRRP.
e OnaVLAN, select VLAN->VLANS->Basic->IP->VRRP.

The Port VRRP windowFigure 9-20)and the VLAN VRRP window have the
same fields.

Click on Insert to view the Insert VRRP wind@Rigure 9-20) The window fields
are described ifiable 9-5

Dual

Interface
Connector

[10.10.40.193] - edit Port

IF
Address

Spanning

LA Tree

ARP DHCP‘ DSPF‘ﬂ YRRP

Test

Wild | Ipdsddr | Virtualt acédddr | State | Contral) Prioriby | M aster péddr| Advertizementinterval | VirtualRouterpTime | Criticall pd.ddr]

Part | 3/3

0 ronz)

Inzert... | Delete | Apply | Refresh | Cloze | Help... |ﬂ

[10.10.40.193) - Insert VRRP |
v |
Ipaddr: |
Cantral: |0 enabled - disabled
Fricrity: {100 1..255
Advertisementinterval: |1 1..255
Criicallpddr: |

Inzert | Cloze | Help... |

Figure 9-20.  Edit Port VRRP and Insert VRRP Windows

893-01052-C

9-21



Reference for the Accelar Management Software Release 1.3

Table 9-5. Port or VLAN VRRP Window Fields
Field Description
Vrid A number that uniquely identifies a virtual router on a given VRRP

router. The virtual router acts as the default router for one or more
assigned addresses. (1-255)

IpAddr IP address of the virtual router interface.
VirtualMacAddr MAC address of the virtual router interface.

State The state of the virtual router interface:
* initialize: waiting for a startup event
» backup: monitoring availability and state of the master router
* master: functioning as the forwarding router for the virtual router IP

address(es)
Control Whether VRRP is enabled or disabled for the port or VLAN.
Priority Priority value to be used by this VRRP router. Set a value from 1 to 255,

where 255 is reserved for the router that owns the IP addresses
associated with the virtual router. The default is 100.

MasterlpAddr The IP address of the physical interface of the master virtual router that
has the responsibility of forwarding packets sent to the virtual IP
address(es) associated with the virtual router.

Advertisement  The time interval (in seconds) between sending advertisement
Interval messages. Set from 1 to 255 seconds with a default of 1 second. Only
the master router sends advertisements.

VirtualRouter The time interval (in hundredths of a second) since the virtual router
UpTime was initialized.

CriticallPAddr An IP interface on the local router configured so that a change in its
state would cause a role switch in the virtual router (for example, from
master to backup) in case the interface went down.

9-22 893-01052-C



Chapter 10
Configuring and Managing RIP

This chapter describes configuring and managing RIP on an Accelar 1000 Series
routing switch using Accelar Device Manager.

For information about configuring OSPFeeto Chapter 11, Configuring and
Managing OSPF

There are three steps to configuring RIP on a router interface:
1. Configure RIP global parameters (this page).

2. Enable and configure RIP on the interfapade 10-3

3. Configure the RIP version on the irfece page 10-».

Note: The information in this chapter assumes the user has already created
the router interface (er an isolated routing port or a virtual routing
interface for &/LAN) and assigned an IP address. If an IP address has not
been assigned, refer @hapter 9, IP Interfaces and Router Managemeént

for information about creating router interfaces and assigning IP addresses.

Configure RIP Global Parameters

In the Accelar 1000 Series routing switch, the router has RIP global parameters
that are used by all router inteces using RIP. Botisolated routing ports and
VLAN virtual routing intafaces use the same RIP global parameters.

The RIP global parameters in Accelar Device Manager are accessible off the main
menu under Routing->RIP.

893-01052-C
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The RIP Globals window pictured Figure 10-Icontains the two most important
globals, including whether or not RIP is enabled for the routing switch
(Operation: enable/disable) and the RIP update timer, which is the time between
RIP updates on all ietfaces.

Note: You can configure RIP on the interfaces with BlBbally disabled,
=*| thus having the flexibility to configure all interfaces before turning on RIP for
the routing switch.

(134.177.80.9) - edit RIP

Interface
Configuration

Interface

Glokbals Siatus

Operation: |\/ disable 4 enakle

UpdateTime: |12E| [sec)

RouteChanges: 0
Queries

- 0
HoldDownTime: IEI 0._3R0

Ay | Refresh ‘ Close Helg...

Figure 10-1.  RIP Globals Window

Table 10-1describes the RIP Globals window fields.

Table 10-1. RIP Globals Window Fields

Field Description
Operation Enable or disable the operation of RIP on all interfaces.
Update Time The RIP Update Time refers to the time interval between RIP

updates. It is a global parameter for the box; that is, it applies to all
interfaces and cannot be set individually for each interface.

RouteChanges The number of route changes made to the IP Route Database by
RIP; does not include the refresh of a route's age.

Queries The number of responses sent to RIP queries from other systems.

HoldDown Time Sets the length of time that RIP will continue to advertise a network
after determining it is unreachable. From 0 to 360 seconds.
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Enable and Configure RIP on the Interface

Note: The screen shots in this section are for a virtual routerfate for a
=»| VLAN. The screens for configuring an isolated routing port have the same
parameters, and the parameters function the same.

The RIP enable and configuration parameters fas@lated router port are
under Edit->Port->RIP. The RIP configuration parameters for a virtual router
interface are part of a VLAN'’s routingapameters. They are found under
VLAN->VLANs->Basic->IP->RIP figure 10-2.

(10.125.200.47) - edit¥lan_|IF (Default WLAMN)

IF

Addrass ARl

DHCP| OSPF| RIP| VRRP

Enable: |4 true - false

Supply: |- disable 4 enahle

Listen: |~_- dizakle 4 enable

Foison: |4 disahble - enshle
AdvertiseDefaultRoute: |- true 4 false
AcceptDefaultFoute: |~ true 4 false
TriggeredUpdateEnable: |~ - true 4 false

AutoAggregrateEnahble; |- true 4 false

Ay | Refresh ‘ Close | Help... |

Figure 10-2.  RIP Interface Parameters Window

The RIP Interface parameters are describekabie 10-2
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Table 10-2. RIP Interface Parameters Window Fields
Option Description
Enable The Enable field sets enabling RIP on the VLAN (or port) to true

Supply

Listen

Poison

AdvertiseDefaultRoute

AcceptDefaultRoute

TriggeredUpdateEnable

AutoAggregateEnable

or false.

Enables or disables RIP route advertisements through the
interface.

Enables or disables the learning of RIP advertised routes
through this interface.

If disabled, split horizon is invoked, meaning that IP routes
learned from an immediate neighbor are not advertised back
to the neighbor from which the routes were learned.

If enabled, the RIP update sent to a neighbor from which a route
is learned is “poisoned” with a metric of 16. In this manner, the
route entry is not passed along to the neighbor, because
historically 16 is “infinity” in terms of hops on a network.

Set value to true if default route must be advertised out this
interface. Default route will be advertised only if it exists in the
routing table.

Set value to true if default route should be learned on this
interface when advertised by another router connected to the
interface.

Sets whether to disable or enable automatic triggered updates
for RIP.

Enables automatic route aggregation. Only available when
using RIPv2.

10-4
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Configure the RIP Version

For interfaces corgured to send (Supply) or receive (Listen to) RIP updates,

the version of RIP to use can be configured under Routing->RIRsfdoe

Configuration Eigure 10-3.

(134.177.80.9) - edit RIP

Globals Interface| Interface
Status | Configuration

1010.10.10 § 00:00 |noAuthentication rip1 Compatible |ripl OrRip2
134.177.6809] 00:00 |noAuthentication ripl Compatible |ripl OrRip2
Apply| Fefresh ‘ Close Help.. |=|

2 row(s)

Figure 10-3.  RIP Interface Configuration Window

Note: The AuthType and AuthKey parameters are not supported.

Table 10-3describes the RIP Interface Configuration windowdge

893-01052-C
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Table 10-3. RIP Interface Configuration Window Fields

Field Description

Address The IP address of the router interface.

Domain The value inserted into the Routing Domain field of all RIP packets
sent on this interface.

AuthType The type of authentication used on this interface.

AuthKey The value to be used as the Authentication Key whenever the

corresponding instance of rip2IfConfAuthType has a value other than
noAuthentication.

Send What the router sends on this interface (selected from a pull-down
menu):
* DoNotSend—no RIP updates sent on this interface
* ripVersion1—RIP updates compliant with RFC 1058
* riplCompatible—broadcast RIP-2 updates using RFC 1058 route
subsumption rules
* ripVersion2—multicasting RIP-2 updates

Receive Indicates which versions of RIP updates are to be accepted:
e ripl
e rip2
e riplOrRip2

Note that rip2 and rip1OrRip2 imply reception of multicast packets.
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RIP Interface Status

Statistics on RIP protocol are kept by the Accelar 1000 Series routing switch
and are available under Routing->RIP-driace StatusHigure 10-4. For a
description of the RIP ietface stus statisticstefer to Table 10-4

30.9) - edit RIF

Globals Interface| Interface
Status | Configuration

10.10.10.10 1] 0 1]
134.177.60.4 1] 1 1]

Fefresh ‘ Close Help... |ﬂ

2 row(s)

Figure 10-4.  RIP Interface Status Window

Table 10-4. RIP Interface Status Window Fields

Field Description
Address The IP address of the router interface.
RcvBadPackets The number of RIP response packets received by the RIP

process that were subsequently discarded for any reason
(Examples: a version 0 packet or an unknown command type).

RcvBadRoutes The number of routes, in valid RIP packets, that were ignored for
any reason (Examples: unknown address family or invalid
metric).

SentUpdates The number of triggered RIP updates actually sent on this

interface. This field explicitly does not include full updates sent
containing new information.

893-01052-C 10-7






Chapter 11
Configuring and Managing OSPF

The Open Shortest Path First (OSPF) protocol is the primary TCP/IP routing
protocol. Routers use OSPF to exchange network topology information among
themselves, giving each router a map of the network. By searching their maps,
routers know how to move packets through the network to their destinations.

This chapter contains information about the following OSPF routing topics:

Classifications and descriptions of thefeliént outer types (this page)

General examples of OSPF configurations on different network topologies
(page 11-3

Creating virtual linksgage 11-2%

Specifying autonomous system border routers (ASBgag€ 11-3p
Creating stub areapdge 11-3p

Changing metrics and specifying redistributipage 11-38
Description of OSPF windows and fielgsage 11-3%

Most of this chapter is task-oriented, showing you how to configure OSPF.
However,Table 11-6onpage 11-38ists and describes all the OSPF windows
and fields.

Descriptions of Router Types

Routers deployed in an OSPF network can take on different roles depending on
how they are configuredable 11-1provides a brief description of each possible
router role. These descriptions are intended to assist you with terminology used in
“OSPF Examplésstarting onpage 11-3

893-01052-C
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Table 11-1. Router Classifications

Router Type

Description

AS Boundary Router
(ASBR)

Area Border Router
(ABR)

Internal Router (IR)

Designated Router
(DR)

Backup Designated
Router (BDR)

Other Router (OR)

A router attached at the edge of an OSPF network is considered
an AS Boundary Router (ASBR). An ASBR generally has one or
more interfaces that run an Inter-Domain Routing Protocol (IDRP)
such as BGP. In addition, any router distributing static routes or
RIP routes into OSPF is considered an ASBR. The ASBR
forwards routes learned from IDRP into the OSPF domain. In this
way, routers inside the OSPF network learn about destinations
outside their domain.

A router attached to two or more areas inside an OSPF network is
considered an Area Border Router (ABR). ABRs play an important
role in OSPF networks by limiting the amount of OSPF information
that gets disseminated.

A router that only has interfaces within a single area inside an
OSPF network is considered an Internal Router (IR). Unlike ABRs,
IRs have topological information only about the area in which they
are contained.

In a broadcast network, such as an Ethernet network that has
more than one router locally attached, a single router is elected to
be the Designated Router (DR) for that broadcast network. A DR
assumes the responsibility of making sure all routers on the
broadcast network are in synchronization with one another.

In a broadcast network, such as an Ethernet network, a Backup
Designated Router (BDR) is elected in addition to the Designated
Router (DR). The BDR assumes essentially the same
responsibilities as the DR; if the DR fails, the BDR will assume the
role of the DR in the broadcast network.

In a broadcast network, such as an Ethernet network, any router
not elected to be a Designated Router (DR) or Backup Designated
Router (BDR) is considered to be an Other Router (OR).

This manual does not attempt to provide detailed information about how OSPF
operates, bunstead focuses on providing examples of how an OSPF network
can be configured and provides three basic network examples. For detailed

information about OSPF protocol concepts and terminokegdgyr to Chapter 7,

“Customizing OSPF Services,” @onfiguring IP Service@Bay Networks part
number 117356-B).

11-2
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OSPF Examples

The following sections contain examples of configuring OSPF in three basic types
of network configurations. The examples are for the most common network
configurations and are designed to provide procedural instructions for installing
and operating OSPF on these common networks. The common network
configurations of the examples are summarizethinle 11-2

Table 11-2. Summary of Examples

Example Network Configuration

Example 1 Configuring two routers for running OSPF on the same subnet.
Example 2 Configuring routers on different subnets in the same area.

Example 3  Configuring two routers on the same subnet in one area and two routers on
a second subnet in a second area. The second switch is configured as the
area border router for both networks.

Example 1: Configuring OSPF on One Subnet

The first example shows how to configure OSPF on two switches located on
one subnet. This configuration is illustratechigure 11-1

140.40.1.0

140.40.1.5 140.40.1.4

S1 S2

T845EA

Figure 11-1. Example 1: OSPF on One Subnet

Table 11-3identifies switches used in Example 1.

Table 11-3. Switch Identifiers for Example 1

Switch Number Switch IP Address Interface IP Address Subnet
Switch 1 134.177.160.101 140.40.1.5 1
Switch 2 134.177.160.102 140.40.1.4 1

893-01052-C
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To enable OSPF on a switch:
1. From the Accelar Device Manager menu bar, open the switch.

2. From the Accelar Device Manager menu bar, choose
Routing->OSPF->General.

The OSPF General window, as showirrigure 11-2 displays parameter
values that apply globally to the router's OSPF configuration.

Notice that the name or IP address of the device is always displayed in the
upper left corner of the title bar.

3. To activate OSPF, select enabled in the AdminStat field and click on
Apply at the bottom of the window.

(10.125.200.41 - edit OSPF

Link State
Database

Yirual
Interface

Wirtual
Meighbor

Stub Area
hdetric

Interface
hdetric

Area

Range Interface

General| Area Meighbor

Routerld: [22.4102.0
AdminStat [+ ensbled 4 disabled

YarsionMumber: versiond
AreaBdrBtrStatus: false

ASBdrRtStatus: [~ true 4 false

ExternLSACount: 0
ExternLSACksumSurn: 0
CriginateMewlLSAs: 0
FochewlSAs: 0

10kbpsPartDefaulitetric: |1IZID
100bpsPorDetaulthdetric: |1IZI
1000MbpsPonDetaulthetric: |1

TrapEnakle: [~_- true 4 false
AutovinLinkEnahle: |-_- true 4 false
SpiHoldDownTime: [10 3.60

LastspfRun: none

Apphy ‘ Refresh | Close ‘ Help... |

Figure 11-2. OSPF General Window
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To assign the IP address:
1. Inthe Edit Port window, click on the IP address tab.
2. Click on Insert at the bottom of the window.

The Insert IP Address dialog box opens, as shoviigare 11-3

[10.10.40.133] - edit Part =] I
e Spanning 1P| upp pHOR| OSPF| RIP| VRRP| Test
Connector Tree | Address

Ip&ddress | NetMask |BeastdddiFormat| BeasmMaxSize |
Port|2/3 |
Inzert... | Delete | Refresh | Close | Help... |ﬂ
O rowz)

[10.10.40.193] - Ingert IFpaddress =

IpAddress: |
MHethdazk: I

Inzert | Cloze | Help... |

Figure 11-3.  Insert IP Address Dialog Box

3. Inthe IpAddress field, type the interface IP address and press [Tab].

- | Note: Pressing [Tab] automatically enters tredaiilt net mask in the field
below the IP address. This field also can be edited manually.

4. Click on Insert at the bottom of the window.

5. To apply changes, click on Apply.

893-01052-C 11-5
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To enable OSPF for an interface:

1. On the Accelar Device Manager graphical representation of thewitch,

as shown inFigure 11-4, click on an interface that you want to enable for
routing.

W Device Manager (1.2.0.b8)-134.177.75 9 =] B3
Dewvice Edit Graph YLAN Bouting RBMOMN  Tasks Help

ESEE N e

Interface

Figure 11-4.  Accelar Device Manager Graphical Representation of a Switch

2. From the Accelar Device Manager menu bar, choose Routing->IP.

The Edit IP window shown iRigure 11-50pens. Verify that IP forwarding is
forwarding for the switch. If not, select forwarding and click on Apply.

[10.10.40.220] - edit IP

IP| IP Address| IP Route| IP Flow| ARP|

Forwarding: |. fonwarding -+ not-fonmarding

Default TTL: |255

ReasmTimeout: 30 zec

ARPLiteT ime: ISED [z2c]
Apply | Refresh | Cloze I Help... |

Figure 11-5.  IP Forwarding Enable
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3. From the menu bar, select the Edit->Port->RIP andurn off RIP by
selecting false in the Enable field, as shown kigure 11-6.

200.47) - edit Port
Dual Spanning IF
Interface Cannecior Tree | Address ARP| DHCR| OSFF| RIP| YRREP| Test
Enable: |~_- true 4 false
Supply: |- disable 4 enshle
Listen: |~_- disable 4 enable
Foison: |4 disakle «_- enshle
AdvertiseDefaultRoute: |- true 4 false
AcceptDefaultFoute: |« true 4 false
TriggeredUpdateEnable: |~_- true 4 false
AutoAggregrateEnable; [« - tue 4 false
Fort|5/6
Ay ‘ Refresh | Close Helg...

Figure 11-6.  Edit Port RIP Window

4. To apply changes, click on Apply.

5. To turn on OSPF, select Edit->Port->OSPF, and then select true in the
Enable field shown inFigure 11-7.
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134.177.80.9) - edit Port

Dyal
Connector

Enahle: l’—\/false
Hellolntersal: |1D— (se
RFitrDeadlntersal: IAID— (se
DesigRtrPriarity: |1— (mlmmum 0
Metric: IEI— (use port speed=0)

Authkey: |
Areald: [0.0.0.0

IF
Address

YRRF
Address

Spanning

Interface Tree

ARF| DHCF| O5FF Test

RIP| WRRP

Fort|3,/z

Apphy ‘ Refresh | Close Helg...

Figure 11-7.  Edit Port OSPF Window

To configure a second mmtface:

1. Enable OSPF on a switchgage 11-3.

2. Insert the IP address page 11-9.

3. Enable OSPF for an interface page 11-6.

After you have configured a seconddrface, the two interfaces begin excheng
hello packets.

OSPF configuration for two interfaces on the same network is now complete. If you
want to see how this network configuration appears under Accelar Device Manager,
review the following sample screens that display information about IP routing and
OSPF.

To view the network configuration under Accelar Device Manager:

1. From the Accelar Device Manager menu bar, choose
Routing->OSPF->Interface.

The OSPF Interface window opens, as showrigure 11-8 This window
displays information about the OSPFariace configured on the router.
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General| Area

Range

[10.10.20.70] - edit OSPF

Link State
Database

General Area ME3 StubArea oy o Interface gy Mitusl o Virtual

Range  Mehic Metric Interface  Meighbor

ald

|pdydd f
0.10.20.70

t | RtPricrity

a 0.0.00 broadzast disabled 1
132.321.3 1] 0.0.0.0 broadeast enabled 1

2 row(g]

RtDeadinterval] Pollnterzal ignatedP outer| B
40 120 down 0.0.0.0
40 120 backupl esignatedR outer 1323218 132.321.3 1

ish Help.. -

Figure 11-8.  OSPF Interface Window

2. Click on the Area tab.
The OSPF Area window opefiBigure 11-9)
Notice that the backbone ID is always displayed as 0.0.0.0.

Stub Area
etric

Interface
Metric

Wirtual
Interface

irtual

Interace R —

Meighbor

Hast Link State
Database

Figure 11-9.

Id: |
AuthType: |4 M4 ~ - simplePassword
ImportASExter: |4 true - false

Insert ‘ Cloze ‘ Help... ‘

OSPF Area Tab and Insert Area Window

893-01052-C

11-9



Reference for the Accelar Management Software Release 1.3

3. Click on the Link State Database tab.

The Link State Database window opens, as shovamgure 11-10
The Link State Database shows the advertisements imghe a

(134177 80.9) - edit OSPF
Generall Area Area | Stub Area Interface Interface Meighbor Winual | Wirual ost Link State
Range| Metric etric e Interface | Meighbor Database

Areald Type LSID Routerld Sequence Age Checksum

Fefresh | Close Help... ‘ﬂ

0 rovws)

Figure 11-10. OSPF Link State Database Window

4. Click on the Neighbor tab.

The Neighbor window oper{&igure 11-11)displaying the IP address and
other information about the neighbor 140.40.1.4. Conversely, the neighbor to
140.40.1.4 would reciprocally display the same type of information for its

neighbor.
(134.177.80.9) - edit OSFF
Area | Stub Area Interface ] Yitual | Widual Link State
BEERR) AP Fange| Metric Iz 1=152 hetric MElEilaas Interface| Meighbar Rzt Database

IpAddr Addres:

Apphy | Fiefresh | Close Help... |ﬂ

0 rovw(s)

Figure 11-11. OSPF Neighbor Window

5. Click on the graphing icon from the graphical representation of the
chassis, and sekt OSPF.

The OSPF Statistics window opens, as illustratdeidgoire 11-12
This window displays information about packet activity and errors.

For a description of fields in the OSPF Statistics winde¥errtopage 11-35
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W (134.177.80.9) - graph Chassis

System Utlization| SNMP‘ﬂ ICMP In] ICMP Out| OSPF‘

)

Absolute  Cumulative &wverage/sec

Last{sec

o 3 O w1 ) o ) e o B s ) s ) Y
o 3 B ) ) R ) Y

o 3 B ) ) R ) Y

e N e e e e e e e e e [ e

=== =i E=A =R =A== =N =]

E PDII Interval [Bs w| (0h Om Bs)

Resize Columns Close

Help...

Figure 11-12. OSPF Statistics Window

Example 2: OSPF Among Multiple Networks

In this example, you will first configure OSPF on one interface on switch 1, on
two interfaces omswitch 2, and on one iatface on switch 3. Allwitches are
contained in one area but operate in two networks, as illustraiEgdure 11-13

You can review and verify the relationships of the configured switches, using the
Interface, Neghbor, Link State Database, and IP Route windows under the
Accelar Device Manager. Examples of these windows are found at the end of the

procedure.
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S2
132.32.1.5 132.34.1.5
132.32.1.0 132.34.1.0
s1 132.32.1.3 s3 132.32.1.6 132.34.1.8
8028EA
Figure 11-13. Example 2: Configuring OSPF Among Multiple Networks

Table 11-4identifies switches used in Example 2.

Table 11-4. Switch Identifiers for Example 2

Switch Switch IP Interface IP Mask Value Networks in

Number Address Address Area 0.0.0.0

Switch 1 134.177.160.101 132.32.1.3 255.255.255.0 N1 (backbone)

Switch 2 134.177.160.102 132.32.1.5and 255.255.255.0 N1 and N2 (area
132.34.1.5 border router)

Switch 3 134.177.160.97 132.34.1.8 255.255.255.0 N2

To configure OSPF on two switches in one network and on two switches in
another network:

1. Configure OSPF on one interface on switch 1, on two interfaces on
switch 2, and on one interface on switch 3, using the following procedures
from Example 1 and the identifiers inTable 11-4

Enable OSPF on each switgage 11-4.

* Insert the IP address for each switpade 11-5.
* Enable OSPF for an interface on each swipzegé 11-5.

2. Select a second interface on switch 2 for configuring with OSPF.

OSPF is already enabled on switch 2.

11-12
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3. Configure OSPF on the second interface on switch 2, using the following
procedures from Example 1 and the identifiers infable 11-4

* Enable OSPF for an interfageage 11-§.

* Insert the IP addrespdge 11-%.

- | Note: This second intéacewill be configured with OSPF to enable routing
and establish an IP address related to a second network on a second interface.
All switches should now be configured for OSPF and should be exchanging
hello packets.
You can now review the relationships among the three switches in the OSPF
configuration.
To review and verify the relationships among the three switches:
1. From switch 1, choose Routing->OSPF->Interface from the Accelar
Device Manager menu bar.
The window displayed iftigure 11-14opens, showing that switch 1 is the
backup designated router.
[10.10.20.70] - edit OSPF
s s (25, Y et KL rpor Y (L e LS
AdminStat | BiPricrity| TrangitDelay | Retrangnterval | Hellalntereal
a 0.0.00 broadzast disabled 1 1 5 10 40
132.321.3 1] 0.0.0.0 broadeast enabled 1 1 ] 10
Apply Refresh Cloze
2 row(g]
|
State
Column
Polllnterval D esignatedR outer| B ackupD esignatedRouter| Evel
120 down 0000 0o0a 0
40 120 backupD ezighatedRouter 1323215 132321.3 1
loze Help.. -
Figure 11-14. Switch 1 Interface Window
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2. From switch 2, choose Routing->OSPF->Interface from the Accelar
Device Manager menu bar.

The window displayed iffigure 11-150pens, showing that switch 2 has

two interfaces and lbengs to two separate networks. For the IP address
132.32.1.5, the switch is the designated router as indicated in the

State column. Irkigure 11-14 switch 1 is the backup designated router for
the 132.32.1.0 network. However, noticeFigure 11-15hat switch 2 now

has the role of backup designated router on a second network, 132.34.1.5.

[10.10.20.49) - edit DSPF

General| Area Area Stub Area Interface
Range| etz

Areald Tupe

Interface Wirtual | Wirtual L|nk State
Neighbor Interface Nelghbol Database

AdminStat RtPriority TranzitDelay Fetransinterval Hellolnterval RuDeadlntereal

0. 1D 20.49 D 0.0.0.0|broadcast | dizabled 1 1 5 1o 40
132.321.5 0 0.0.0.0|broadcast |enabled 1 1 5 10 40
1323415 a 0.0.0.0{broadeast | enabled 1 1 5 10 40

Apply | Refresh | Cloze |_|—

3 rowlz]
| 1P Address
i Column
I 2= sdlnterval Polllnterval State DesighatedRouter BackupDesignatedRouter Events Authkey
120 down 0.0.0.0 0.0.0.0 1}
(|/ 40 120 designatedBouter 13232158 1323213 1
40 120 backupl ezsignatedRouter 13234.1.8 13234156 1
=
Close Help... ﬂ

State Column
Figure 11-15. Switch 2 Interface Window

3. From switch 1, choose Routing->OSPF->Neighbor from the Accelar
Device Manager menu bar.

The Switch 1 Neighbor window is displayed, as showigure 11-16
showing the IP address for the neighbor, switch 2. Likewise, the Switch 3
Neighbor window also will show the IP address for the neighbor, switch 2.
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(10.10.20.70]) - edit 0SPF I

Stub Area *irbual

Meighbar

Wirtual
Interface

Interface Link State

Metric e Database

Rtrld Options Priority State Eventz LSRetransflen MBMAMNbBIStatus ‘
1]

General Interface Meighbar

Metric

Area
Area Fiange

IP Address = 323215

Column

. 1 1 £
Apply | Refresh | Close Help... |ﬂ

1 row(z)

Figure 11-16. Switch 1 Neighbor Window

4. From switch 2, choose Routing->OSPF->Neighbor from the Accelar
Device Manager menu bar.

The Switch 2 Neighbor window displayedhkigure 11-17opens, showing
that both switch 1 and switch 3 are neighbors and that these svatehas

separate networks.

[10.10.20.49] - edit DSPF
Area | Stub &rea Interface . Vitwal | Wirtual Link, State
General Area Range| MMetric Interface hd etric Neighbor Interface| Meighbor Host Databaze
32.321.3 ] 22014.0] 1 1 full E 0 walid
132.34.1.8 ] 220950] 1 1 full B ] walid
Apply | Refresh | Cloze Help... | ﬂ
2 rowz)

Figure 11-17. Switch 2 Neighbor Window

5. From switch 1, choose Routing->OSPF->Link State Database from the
Accelar Device Manager menu bar.
The Link State Database window displayedigure 11-18opens, showing

the OSPF roles the switches are assigned. If you check the Link State
Database for all three switches, notice that they are identical.
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Type Column —Q Refresh | Clase | Help... |ﬂ

(10.10.20.70) - edit 05PF I
Area | Stub Area Interface . Witual | Wirtual Link State i
General| Area Range|  Metric Irterface Metric M eighbar Intertace| Neighbor Hast Datahase Redistribute

0.0.0] routerlink | 22.0.14.0 |22.0.14.0( 030000003 | 538 [ Oxcfdc
0.0.00| routerlink | 22.0.21.0 |22.0.21.0| 0280000006 (543 | Oxe53e
0.0.0.0f routerlink | 22.0.95.0 |22.0.95.0 0220000003 644 [ Oad459
0.0.0.0| networkLink |132.32.1.5|22.0.21.0| 0280000001 (543 ] Oxa033
0.0.0.0] networkLink |132.34.1.8]22.0.95.0| 0280000001 (542 ] 0x5a33

B rowz)

Figure 11-18. Switch 1 Link State Database Window

To see how the configuration of the three switche®argpfrom aauting
perspective:

1. From switch 1, choose Routing->IP Route from the Accelar Device
Manager menu bar.

The Switch 1 IP Route window opens, as showfigure 11-19Notice in the
Type column that anything on the 132.32.1.0 network is directly connected
(switch 2), but anything on the 132.34.1.0 network is indirectly connected
(switch 3) and needs to be forwarded by switch 2 to the other network.

[134. 50.101] - edit IP
1P| 1P Address| IP Route| IP Flow| AR
Interface MextHop Tupe Prato | Age Mask HopOrkdetric
132.32.1.0 343 132.32.1.3 direct | local | 0 |255.255.255.0 1
132.34.1.0 343 1323215  |indirect] ospf 0 |255.255.255.0 200
134.177.16.0 | Default (FLAN] | 1341771601 | indirect | netmgmt | 0 |255.255.255.0 1
134.177.160.0 | Default [YLAM] 134177160101 | direct | local | 0 |255.255.255.0 1

Insert... | Delete | Export... | Fiefrezh | Cloze | Help... |

4 row(z]

Type Column
Figure 11-19. Switch 1 (vx3) IP Route Window

2. From switch 3, choose Routing->IP->IP Route from the Accelar Device
Manager menu bar.

11-16
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The Switch 3 IP Route window displayedRigure 11-20pens, showing the
converse of the example illustratedrigure 11-19The IP route window for
switch 3 shows that it is indirectly connected to 132.32.1.0 (switch 1), and that
the next hop is 132.34.1.5 (switch 2). The relationship follows from switch 3
being directly connected to 132.34.1.0 (switch 2).

[134.177.160.97] - edit 1P

ﬂ IP Address| IP Fh:nute| IP Flow ﬂ
e

132.321.0 144 1323415 |indirect] ospf 0 |255.255.255.0 200

132.341.0 144 132341.8 direct | local 0 2552552550 1
134.177.16.0 | Default [YLAN] | 13417716001 | indirect | netmarat | 0 |255.255.255.0 1
134177160.0| Default [VLAM] 1134.177.160.97 | direct | local 0 |255.255.255.0 1

Insert. .. | Delete | Export... | Refrezsh | Close ‘ Help. .. |

4 rowz]

Figure 11-20. Switch 3 IP Route Window

Example 3: OSPF Among Multiple Areas

In this example, you will configure OSPF on two networks in separate areas.
*  You will first configure OSPF on one network.

— Configure one interface on switch 1.

— Configure one interface on switch 2.

* Next you will configure OSPF on two additionalenfiaces in a send
network.

— Configure a second iatface orswitch 2.

— Configure one interface on switch 3.

893-01052-C 11-17
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The second switch will become the area boundary router for both networks.
The configuration described above is illustrateéigure 11-21

| |
I Areal i Area 2 |
| (0.0.0.0) L (1.1.1.1) |
! 132.32.1.0 Ly 132.34.1.0 :
} Pl |
| Pl |
| I !
1323213 132.32.1.5 L 132.34.15 132.34.18 |

|

| L I
st S2 S3 |
|
} [ :
L b .. |
T843EA

Figure 11-21. Example 3: Configuring OSPF Among Multiple Areas

Table 11-5identifies switches used in Example 3.

Table 11-5. Switch Identifiers for Example 3

Switch Number Switch Designation Interface IP Address  Mask Value Area
Switch 1 134.177.160.101 132.32.1.3 255.255.255.0 1
Switch 2 134.177.160.102 132.32.1.5 and 255.255.255.0 land?2
132.34.1.5 and
255.255.0.0
Switch 3 134.177.160.97 132.34.1.8 255.255.0.0 2

To configure OSPF on one interface on each ofdwiiches:

1. Configure OSPF on one port on switch 1, using the following procedures
from Example 1 and the identifiers inTable 11-5

* Enable OSPF on each switgiage 11-4.
* Enable OSPF for a port on each switpade 11-§.
* Insert the IP address for each switpade 11-5.
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2. Following the directions in step 1, configure OSPF on one port on switch 2.

- | Note: Both routable ports belong to the same network. Thereforesfiayid,
both ports are in the same area.

To create a new area:
1. After configuring the two routers, select another port on switch 2.

Notice that OSPF is already enabled on the switch. However, follow the steps for
enabling routing and establishing a second network on a second port on a switch.

2. From switch 2, choose Routing->OSPF->Area from the Accelar Device
Manager menu bar.

3. Click on Insert at the bottom of the Switch 2 Area window.
The Insert Area dialog box shownfigure 11-22opens.

134.177.80.9) - Insert Area

Id: |
AuthType: |4 MiA - simplePassward
ImponASExdern: |4 true - false

Insert | Close ‘ Help... ‘

Figure 11-22. Switch 2 Insert Area Dialog Box

4. Inthe Id field, type an area identification number and click on Insert at
the bottom of the dialog box.

The identification number must be in dotted-decimal format. Any number is
acceptable except 0.0.0.0, which is reserved for the backbone.

893-01052-C 11-19
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You have now created a new area, showRigure 11-23 Notice that the first
field under the Id column lists the newea.

[10.10.20.49] - edit OS5PF |—
Area | Stub Area Interface . Witual | Wirtual Link State
Generall Area Range| Metric Interface b etric Neighbor Interface| Meighbar Host Databaze
Id Kally ‘
0.0.0.0] M s& true 17 1 a E Ox2ebib true 1
1.1.1.1 WA true 17 1 0 4 0=1f504 true 1
Inzert. .. | Delete | Apply | Refresh | Cloze | Help... |ﬂ
2 row(z]

Figure 11-23. Switch 2 Area Window

To specify the range for the new area:
1. Open the Area Range window.
2. Click on Insert at the bottom of the window.

The Insert Area Range dialog box showrrigure 11-24opens.

[134.177.160.102) ert ArealFange 2]
RangefrealD: |1.1.1.1 Range Area ID
RangeNet: [132.34.0.0 RangeNet

]
Rangehask: [255.255.0.0 RangeMask

Insert | Cloze | Help... |

Figure 11-24. Switch 2 Insert Area Range Dialog Box

3. Inthe RangeNet field, type the range of IP addresses to be associated
with the designated area.

Refer toTable 11-5for values in this example. In Figure 11-24, the RangeNet
value is 132.34.0.0.

4. Inthe RangeMask field, type the range mask value.

The RangeMask value summarizes the last 16 bits of the net mask. Refer to
Table 11-5for values in this example.
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5. Click on Insert at the bottom of the dialog box.
The values are insertédigure 11-25)

Area Range Tab
[10.10.20.49] - edit OSPF
General| Area H.&rea
ange

RangetrealD RangeMet Rangetdask

Stub Area
b etric:

*irtual
MHeighbar

Wirbual
Interface

Interface

Interface Mahic

Meighbar

Link State
e Databaze

1 row(z]

Figure 11-25. Switch 2 Area Range Window

Note that the value in the RangeArea ID field should match the ID number for
the area created in step 4mage 11-19

To configure OSPF on one port on switch 3 and verify that all three switches are
neighbors:

1. Configure OSPF on one port on switch 3, using the following procedures
from Example 1 and the identifiers inTable 11-5

* Enable OSPFpgage 11-4
* Enable OSPF for a poppdége 11-§.
* Insert the IP addrespdge 11-%.

All three switches should now be configured for OSPF and should be
exchanging hello packets.

Now you can review the relationships among the three switches in the OSPF
configuration.

2. From switch 2, choose Routing->OSPF->General from the Accelar
Device Manager menu bar.

The General window opens, as displaye#igure 11-26 showing that
switch 2 is the area border router. This status of switch 2 is confirmed by the
word “true” in the AreaBdrRtrStas field.

893-01052-C
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(10.10.20.49]) - edit 0SPF

Area

General Fre

Metric

Area

Stub Area

Wirtual

Interface
i Interface

Interface Mehic

Meighbar

*irbual
Heighbor

Host

Link State
Database

Switch 2
Confirmed as
Area Border
Router

Routerld:
AdminStat:

YergionHumber:
AreaBdriBbrStatus
ASBdRStatus:
EuternlSALCount:
ExternLSACksumS um:
Originatet ewl She
Fi=MewlShs:

10k bpsPaortD efaulthd etric:

100k bpePortDefaulthd etric:
1000k bBpsFartD efaulthd etric:
TrapEnable;
AutotitLinkEnable:
SpiHoldDown Tirme:
LastSpfRun:

Jzznz1n
[# ensbled - disabled
VErziong

true:

o tue # falze

0
0
25
13

|1D—
|1—
o tue # fake
s tue # false

[10” 3.60

ton Aug 17 11:31:16 1938

Figure 11-26.

Click on the Neighbor tab.

| Refresh | Cloze I Help... |

Switch 2 General Window

The Neighbor window opens, as displayeigure 11-27 showing that
switch 1 (network 132.32.1.0) and switch 3 (network 123.34.1.0) are

neighbors to switch 2.

Neighbor
Tab [10.10.20.49] - edit DSPF
Area | Stub &rea Interface . Vitwal | Wirtual Link, State
General Area Range| MMetric Interface hd etric Neighbor Interface| Meighbor Host Databaze
32.321.3 0 220140] 1 1 full B 0 walid
132.34.1.8 1] 220950] 1 1 full 5 1] walid
| Refresh | Close Help... |ﬂ
2 rowz)
Figure 11-27. Switch 2 Neighbor Window

11-22
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To compare the link state of the three switches:

1. From switch 2, choose Routing->OSPF->Link State Database from the
Accelar Device Manager menu bar.

The Link State Database window opens for switch 2, as displayed in

Figure 11-28 The window shows information about the link state of each

router in an area. In the Areald column, area 1 is designated 0.0.0.0 and area 2
is1.1.1.1.

[10.10.20.49] - edit 0SPF

Area Area | Stub &rea Meighbar Vitwal | Wirtual Host Link State
Range Databaze

hd etric Interface| Meighbor
L0.0.0F routerlink | 22.0.14.0 (22.0.14.0| 080000003 | 1114 | Oxcfde
000.0( routerlink | 220.21.0 |22.0.21.0|0=80000008 | 311 | D=BE30
0.0.0.0( routerlink | 22.0.95.0 |22.0.95.0 | 080000003 (1217 | 0=a459
Area 1 0.0.0.0| networkLink [132.321.5|22.0.21.0| 0280000001 {1116 | Dxa093
0.0.0.0 | networkLink (132.34.1.8|22.0.95.0 | 0280000001 (1215 | 0=5a39
0.0.0.0 | sumrmaryLink (132.34.1.0|22.0.21.0 | 080000001 | 315 | Dx1EBa
1337 routerlink | 22.0.21.0 |22.0.21.0| 0=80000004 | 235 | Ox96H
1.3.0.7 | routerlink | 22.0.95.0 |22.0.95.0 | 080000003 | 236 | D=BEYa
1.1.1.1 | networkLink (132.34.1.5|22.0.21.0 | 080000001 | 236 | D=a937
1.9.1.1 [summaryLink (132.32.1.022.0.21.0| 080000001 | 315 [ 0x2e54

Refresh | Close I Help... |ﬂ

Interface

Interface WMt

General

Area 2 —|

10 rowz)

Figure 11-28. Switch 2 Link State Database Window

2. From the Accelar Device Manager menu bar, choose
Routing->IP->IP Route.

The Edit IP window open@igure 11-29)showing information about

switch 1 IP routing. The Type column indicates that switch 1 is directly
attached to the destination network 132.32.1.0 and indirectly attached to the
destination network 132.34.0.0.

893-01052-C
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(10.10.20.49) - edit IP =]
1P| 1P Address| IF Route] IP Flow| 4RF
010.20.0)255.285.2565.00 141 [10.10.20.49|diect | local | O 1
1323210255280 2550 BN 1323215 [direct| local | O 1
132.34.1.0{255.266.255.0)  1/6  [132.34.1.5 [direct|local | 0 1
Inzert... | Delete Refresh | Cloge Help... |ﬂ
Jrowz)

Type Column

Figure 11-29. Switch 2 Edit IP Window

Comparerigure 11-2%or switch 1 withFigure 11-30for switch 3. The

Type column inFigure 11-30contains information that indicates aedit
attachment of switch 3 to area 2 (132.34.1.0) and an indirect attachment
toarea 1 (132.32.1.0), through the area border router.

(10.10.20.69) - edit IP x|

1P| 1P Address| IF Route] 1P Flow] &

10.10.20.0 |255.255.2550] 1/1 | 10.10.2063 | diect |local | O 1

1323210 |295.206.2550| 175 | 1323815 |mndrect | ospf | O 20

1323410 |255256.2560| 1/5 | 1323418 | diect |local| O 1

152.168.201.0|255.256.255.0] /7 [192.168.201.253 | diect | local | 0 1
Inzert. . | Delete | Refresh | Close | Help... |ﬂ

4 row(z)

Figure 11-30. Switch 3 Edit IP Window

Next you can compare the link state database windows of switch 1 and
switch 3.

3. From switch 1, choose Routing->OSPF->Link State Database from the
Accelar Device Manager menu bar.

The Link State Database window opens for swit¢kigure 11-31) showing
information about the network link. The Areald column indicates that
switch 1 is the network link (0.0.0.0).

11-24
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[10.10.20.70] - edit 0SPF

General

Area Area
Range

Stub Area
b etrice

Interface

Interface
b etrice

Heighbor

irtual
Interface

Wirtual
Meighbar

.0.0.0

routerLink,

220140

22.014.0

(0=B80000003

1289

Oxcfde

0.0.0.0

routerlink

220.21.0

22021.0

050000003

453

0xE6630

0.0.0.0

routerLink,

22.0.95.0

22.0.95.0

(0=B80000003

13595

02453

0.0.0.0

etk Link

132.321.5

22021.0

0x50000001

1234

02033

0.0.0.0

networkLink

132.34.1.8

22.0.95.0

(020000001

1393

045333

0.0.0.0 | surnmaryLink,

132.34.1.0

22.0.21.0

0x50000001

433

[:16Ea

Link State
ot Databaze

E rpnz]

Refrazh | Cloze I Help... |ﬂ

Figure

11-31.

Areald Column

Switch 1 Link State Database Window

Figure 11-32shows the switch 2 Link State Database window. Notice that the
Type column indicates that switch 2 is the network link.

General

Stub Area
Metric

Interface

Interface
Metric

Meighbar

Wirtual
Interface

*irbual
Heighbor

.0.0.0

rawterLink,

220140

22014.0

0=80000003

1322

(ucfde

0.0.0.0

routerLink,

22021.0

22.0.21.0

0=80000003

519

0x6630

0.0.0.0

rauterLink,

22.0.95.0

22.0.95.0

OxE0000002

1425

O=adb9

0.0.00

network Link,

1323215

220.21.0

0x30000001

1324

(42033

0.0.0.0

networkLink,

132.34.1.8

22.0.95.0

Ox20000001

1423

0=ba39

0.0.00

summaryLink

132.34.1.0

220.21.0

0x30000001

523

1416Ea

1.1.1.1

rauterLink,

22.0.21.0

220.21.0

OxE0000004

443

(=36

1.1.11

rawterLink,

220950

22.0.95.0

0=80000003

444

(4867a

1.1.1.1

networkLink,

1323415

220.21.0

Ox20000001

444

O=a337

1.1.1.1

summaryLink

132.32.1.0

22.0.21.0

0x30000001

523

[142ehd

(10.10.20.49]) - edit 0SPF

Area
Area Fre

Link State
e Database

10 row(z]

Figure

11-32.

Refrash | Cloze | Help... |ﬂ

Switch 2 Link State Database Window

Figure 11-33shows the switch 3 Link State Database window. Compare the
information in the Type column to that shown in the previous figures.
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[10.10.20.69] - edit DSPF
Area Area | Stub &rea Vitwal | Wirtual Huost Link, State
Range Databaze

hd etric Interface| Meighbor
A.1.1) routerlink | 22.0.21.0 [22.0.21.0| 0x80000004 (580 (  0x96H
1307 routerlink | 22.0.95.0 |22.0.95.0| 080000003 (579 | 0=BEVa
1.1.1.1 | networkLink (132.34.1.5|22.0.21.0 | 0=80000001 (581 [ D=a937
1.9.1.1 | summaryLink [132.32.1.0[22.0.21.0| 0=80000001 [ 660 [ 0x2e54

Refresh | Close I Help... |ﬂ

Interface

Interface WMt

Gerneral Heighbor

4 roz)

Figure 11-33. Switch 3 Link State Database Window

Creating a Virtual Link

When using OSPF, routing switches, which are ABRs, need to be connected
directly to the backbone. If they are not directly connected, they need to have a
virtual link. In the Accelar routing switches, you can specify that virtual links be
automatically created, or you can manually configure a virtual link.

When automatic virtual linking is enabled, it acts like “insurance.” A virtual link
will be created fowital traffic paths in your OSPF configuration if something goes
amiss, such as when an interface cableigiog connection to the backbone
(either directly or indirectly) becomes disconnected from the switch. Specifying
automatic virtual linking ensures that a link will beeated via another uting

switch. When you specify automatic virtual linking, it is always ready to create a
virtual link. If automatic virtual linking uses more resources than you want to
expend, creating a manual virtual link may be the better solution. This approach
lets you conserve resources while having specific control of where virtual links
are placed in your OSPF configuration.
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Automatic Virtual Link

To specify that virtual links be automaticatlyeated:

1. Choose Routing->OSPF->General to open the window shown in

Figure 11-34

(10.10.20.49]) - edit 0SPF

Area

General Fre

Area

Stub Area
Metric

*irbual
Heighbor

Wirtual
Interface

Link State
Database

Interface

Interface Mehic

Meighbar

Host

Routerld
AdminStat

YergionHumber:
AreaBdriBbrStatus

ASBdiRStatus:
EuternlSALCount:
ExternlSACksumS um;
OriginateM ewl S
Fi=MewlShs:

10k bpsPaortD efaulthd etric:
100k bpePortDefaulthd etric:
L 1000MbpsPortD efaulthd etric:
TrapEnable;

AutovfirtLinkE nable:

SpiHoldDown Tirme:

LastSpfRun:

Specify whether
router is an
ASBR

Globally set
port metrics —

Enable virtual
links

N EEAN]
: |0 enabled - dizabled

version2
true:

o tue # falze

0
0
25
13

|1D—
|1—
o tue # fake
s tue # false

[10” 3.60

ton Aug 17 11:31:16 1938

Figure 11-34. OSPF General W

2. Select true in the AutoVirtL

| Refresh | Cloze I Help... |

indow

inkEnable field.

By default, this feature is set to false, and virtual links are not

automatically created.

3. Click on Apply at the bottom of the window.

893-01052-C
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Manual Virtual Link

The example that follows illustrates how to configure a virtual link between the
ABR in area 2.2.2.2 and the ABR in area 0.0.0.0, as showigime 11-35

S2

RN Virtual link to
- || o area 0.0.0.0
S3 Area 3

T844EA

Figure 11-35. Area 3 Manual Virtual Link to Area 1 Via Area 2

The virtual link from area 2.2.2.2 is a necessary link, as showigure 11-36
andFigure 11-37 Switch S3 needs to go through switch S2 to have a connection
with switch S1; switch S1 has the connection to the backbone. TheeBhast
window shows that the S1 switch recognizes therfate for area 1.1.1.1 but does
not show any recognition of area 2.2.2.2. The S3fextewindow shows that the

S3 switchrecognizes the intéace for the 1.1.1.1 area and@shows that the
interface for the 0.0.0.0 area is disabled.
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Area | Stub Area Interface . Virtual | Virtual Link State
e =2 Range| Metic Intizizss hdetri it Interface| Meighbor et D atabase
10.10.20.69 0 0.0.0.0|broadcast |disabled 1 1 5 10 40
132.34.1.8 0 1.1.1.1 [broadeast [enabled 1 1 5 10 a0
132.36.1.8 0 2.2.2.2 |broadcast |enabled 1 1 5 10 4&
192.168.201.253 i 0.0.0.0|broadcast |disabled 1 1 5 10 40

Refresh | Cloge |_H

4 row(z]

val RtiDeadinterval Pollnterval b atedH outer JezignatedFouter Eve

N 40 120 down 0.0.00 0.0.0.0 0

40 120 backupDesignatedRouter 132.34.1.5 132.341.8 5

10 40 120 designatedR outer 1323618 0000 1
40 120 down 0.0.00 0.0.0.0 a

J Help... | =]

S3 Interface Window

Figure 11-36.

[10.10.20.70]) - edit 0SPF

General| Area .&rea Sl Interface
Range| Metic

broadeast dlsabled

Interface Yirtual | Yirtual Llnk State
izt Interface Naghbor Databaze

1323213

broadcast |enabled

101020?0

34 1721601 0 0.0.0.0) broadeast | enabled 1 1

3 row(z]

htereal RiDeadinterval Pollnterval te natedR outer BackupDesignatedBouter Ex
40 120 down 0.0.0.0 0.0.0.0 2
/> 40 120 backupDesignatedR outer 1323215 1323213 9
<1 | 40 120 designatedRouter 134.172.160.1 0.0.00 1

M Close Help.. | =]

Figure 11-37. S1 Interface Window
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This example assumes an OSPF configuration among three ABRs.

To manually configure a virtual link:

1.
2.

Choose Routing->OSPF->Virtual Interface.

Click on Insert at the bottom of the window. The Insert Virtual Interface
window is displayed, as shown ifrigure 11-38

In the Insert Virtual Interface window, specify the area ID of the
transit area.

The transit area is the common area between two ABRSs.

134.177.80.9) - Insent virtuallinterface %]

RtrDeadlntersal:

Areald: 11.1.1.1 |
Neighbor: | 22.0.21.0
TransitDelay:

Retransintersal:

|1—
|5—
Hellalntersal: |1D—
IED—

Authkey: IDD:DD:DD:DD:DD:DD:DD:DD

Inser | Close ‘ Helg... ‘

Figure 11-38. Insert Virtual Interface Window

4,

Specify the neighbor ID.

The neighbor ID is the IP router ID of the ABR that the other ABR needs to
go through to get to the backbone.

Click on Insert at the bottom of the window.

To verify that the virtual link is active, refresh the Virtual Interface
window (Figure 11-39)and check the state column.

If the state displays “point to point,” the virtual link is active, as shown in
Figure 11-3%ndFigure 11-40If the state column displays “down,” the
virtual link is invalid.

11-30
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[10.10.20.69] - edit OSPF =]
Area | Stub Area Interface . Wirtual “Wirtual Likk State
Bl | 7= Range| Metic ifilize Metric Ml T Interface| Meighbor ot Databaze

10 point T oF oint

Inzert... | Delete | Refresh | Close | Help... |J

1 row(z)

Figure 11-39. S3 Virtual Interface Window

[10.10.20.70] - edit OSPF =]
Area | Stub Area Interface . Wirtual *irbual Link State
Bl | 7= Range| Metic ifilize Metric Ml T Interface| Meighbor s Databaze

Areall Meighbor TranzitDelay Retranzinterval Hellolnterval Firll:'lPal:Ilanr"al State Ewventz Authkey
1112205950 1 5 10 pointToPaint | 1

Inzert... | Delete | Refresh | Close I Help... |J

1 row(z)

Figure 11-40. S1 Virtual Interface Window

In addition, you can check the virtual neighbor windéwgure 11-41)under the
S3 ABR. The window reflects that tlaeea 2.2.2.2 ABR now has a virtual
neighbor going throughrea 1.1.1.1.

[10.10.20.69] - edit 0SPF

Area | Stub &rea . Witual | Wirtual Link, State
Area Range| MMetric Neighbor Interface| Meighbar Host Databaze

Interface

Interface Mehic

General

Area Ruld |péuddr

1.1 ]22014.0(132.321.3

Refresh | Cloze | Help... V

1 rowvaz]

Figure 11-41. S3 Virtual Neighbor Window
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Specifying ASBRs

ASBRs advertise non-OSPF routes into OSPF domains so that they can be passed
along throughout the OSPF routing domain. A router can function as an ASBR if
one or more of its interfaces is connected to a non-OSPF network (for example,
RIP, BGP, or EGP).

To conserve resourcegyu may want to limit the number of ASBRs in your
network or to specifically control which routers perform as ASBRs to control
traffic flow.

To specify whether or not a router should be an ASBR:

1. Choose Routing->OSPF->General.

2. From the ASBdrRtrStatus field, select true to designate the router as
an ASBR or false to remove ASBR status from the router.

3. Click on Apply at the bottom of the window.

Creating a Stub Area

A stub area does not receive advertisements for external routes, which reduces
the size of the link state database. A sauda has only one area border router.
Any packets destined outside theea are simply routed to that area boraér e
point, examined by the area bordeuter, and forwarded to a destination.
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To create a stubrea:
1. Choose Routing->OSPF->Area.

Under the ImportASExtern fiel@Figure 11-42)select the area you want to
change to a stub area, select false, and click on Apply.

[10.10.20.69] - edit OSPF I
Area | Stub Area Interface . Wirtual *irbual Link State
Bl | 7= Range| Metic ifilize Metric Ml T Interface| Meighbor s Databaze
OO 0N A8 true 47 2 a 10 044350 true 0
1111 | WA true 33 2 ] 7 0248774 true 1
2.2.2.2| M8, true 28 1 0 4 42188 true 1
Inzert... | Delete | Apply | Refregh | Cloze | Help... |ﬂ
Jrowz)

ImportASExtern field

Figure 11-42. Area Window

Configuring Metric Speed

You can configure the metric speed globally or for specific ports andaoss
on your network. In addition, you can control redistribution options between
non-OSPF interfaces and OSPF interfaces.

Global Default Metric Speed

To change the default metric speed on specific port types:

1. Choose Routing->OSPF->General to open the window shown in
Figure 11-34onpage 11-27

2. Change the metric value in one or all of the following fields:
* 10MbpsPortDefaultMetric @fault = 100)
e 100MbpsPort@faultMetric (default = 10)
* 1000MbpsPortefaultMetric (default = 1)
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3. Click on Apply at the bottom of the window.

The default port metric speed will be changed on all port types for which you have
specified a new metric speed.

Port-Specific Metric Speed

For finer control over metric speed, you can specify the metric speed when you
enable OSPF on a port or when you edit a port.

To specify the metric speed on a specific port instead of a port type:

1. From the main menu bar, choose Routing->OSPF->Interface Metrior
choose Edit->Port->OSPF.

2. Specify a new metric speed in the metric field.

3. Click on Apply at the bottom of the window.

Note: When you enable a port for OSPF routing, the default metric in the
port window is “0.” A value of “0” (zero) means that the poil use the
default metrics for port types that are specified on the OSPF general window.

11-34

893-01052-C



Configuring and Managing OSPF

Window and Field Reference

Table 11-6.

Table 11-6lists the OSPF windows and describes their fields.

OSPF Window and Field Descriptions

Window

Field

Description

General

RouterID

AdminStat

VersionNumber
AreaBdrRtrStatus
ASBdrRtrStatus

ExternalSACount

ExternalSACksumSum

OriginateNewLSAs

RxNewLSAs

10MbpsPortDefaultMetric

100MbpsPortDefaultMetric

1000MbpsPortDefaultMetric

Contains general information about the version of
OSPF running and the configuration of the router.

The Router ID, which in OSPF has the same format as
an IP Address but identifies the router independent of
other routers in the OSPF domain.

The administrative status of OSPF in the router.

The value “enabled” denotes that the OSPF process is
active on at least one interface; “disabled” disables it on
all interfaces.

Current version number of OSPF,
A flag to note if this router is an area border router.

Enabled as true indicates the router is configured as an
Autonomous System border router.

The number of external (LS type 5) link-state
advertisements in the link-state database.

The 32-bit unsigned sum of the LS checksums of the
external link-state advertisements contained in the
link-state database. This sum can be used to determine
if there has been a change in a router’s link state
database and to compare the link-state databases of
two routers.

The number of new link-state advertisements that have
been originated. This number is incremented each time
the router originates a new LSA.

The number of link-state advertisements received that
are determined to be new instantiations. This number

does not include newer instantiations of self-originated
link-state advertisements.

Indicates the cost associated with 10 Mb/s interface
(port).

Indicates the cost associated with 100 Mb/s interface
(port).

Indicates the cost associated with 1000 Mb/s interface
(port).
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Table 11-6.

OSPF Window and Field Descriptions (continued)

Window

Field

Description

General

TrapEnable

AutoVirtLinkEnable
rclpConfOspfSpfHoldDownTime

LastSpfRun

Indicates whether or not traps relating to the Spanning
Tree Protocol should be sent for this STG.

Enables or disables automatic creation of virtual links.

Allows the user to change the OSPF hold down timer
value (3 to 60 seconds).

Used to indicate the time (SysUpTime) since the last
SPF calculated by OSPF.

Area

Id

AuthType

ImportASExtern

SpfRuns

BdrRtrCount

ASBdrRtCount

LSACount

LSACksumSum

ImportSummary

ActiveCount

Contains information describing the configured
parameters and cumulative statistics of the router’s
attached areas.

A 32-bit integer uniquely identifying an area. Area ID
0.0.0.0 is used for the OSPF backbone.

The authentication type specified for an area.
Additional authentication types may be assigned locally
on a per area basis.

The area’s support for importing AS external link-state
advertisements.

Used to indicate the number of SPF calculations
performed by OSPFE

The total number of area border routers reachable
within this area. The value, initially zero, is calculated in
each SPF Pass.

The total number of Autonomous System border
routers reachable within this area. The value, initially
zero, is calculated in each SPF Pass.

The total number of link-state advertisements in this
area’s link-state database, excluding AS External
LSAs.

The 32-bit unsigned sum of the link-state
advertisements. This sum excludes external (LS type
5) link-state advertisements. The sum can be used to
determine if there has been a change in a router’s link
state database and to compare the link-state database
of two routers.

The area's support for importing Summary
advertisements into a stub area. This field should be
used only if ospflmportASExtern is set to FALSE.
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Table 11-6. OSPF Window and Field Descriptions (continued)

Window Field Description

Area Range Contains a range of IP addresses specified by an IP
address/IP network mask pair. For example, class B
address range of x.x.x.x with a network mask of
255.255.0.0 includes all IP addresses from x.x.0.0 to
X.X.255.255.

RangeArealD The area the address range is located in.

RangeNet The IP address of the net or subnet indicated by the
range.

RangeMask The subnet that pertains to the net or subnet.

Stub Area Contains the set of metrics that will be advertised by a
Metric default area border router into a stub area.

ArealD The 32-bit identifier for the stub area. On creation, it
can be derived from the instance.

TOS The type of service associated with the metric.

On creation, it can be derived from the instance.

Metric The metric value applied at the indicated type of
service. By default, it equals the lowest metric value at
the type of service among the interfaces to other areas.

Status This variable displays the status of the entry. Setting it
to ‘invalid’ has the effect of rendering it inoperative.

Interface Displays information describing the interfaces from the
viewpoint of OSPF.

IpAddress The Internet Protocol address of the device used to
represent a point of attachment in a TCP/IP
internetwork.

AddressLesslf Used for the purpose of easing the instancing of
addressed and addressless interfaces. This variable
takes the value 0 on interfaces with IP addresses and
the corresponding value of ifindex for interfaces having
no IP address.

Areald A 32-bit integer uniquely identifying an area. Area ID
0.0.0.0 is used for the OSPF backbone.

Type Designates the type of routing designated: specifically
routed, all paths explored, or spanning tree explored.

AdminStat The administrative status of OSPF in the router.

The value “enabled” denotes that the OSPF process is
active on at least one interface; “disabled” disables it on
all interfaces.
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Table 11-6. OSPF Window and Field Descriptions (continued)
Window Field Description
Interface RtrPriority The priority of this interface. Used in multiaccess

networks, this field is used in the designated router
election algorithm. The value 0 signifies that the router
is not eligible to become the designated router on this
particular network. In the event of a tie in this value,
routers will use their router ID as a tie breaker.

TransitDelay The estimated number of seconds it takes to transmit a
link-state update packet over this interface.

Retransinterval The number of seconds between link-state
advertisement retransmissions. This value is also used
for retransmission of database descriptions and
link-state request packets.

HelloInterval The length of time, in seconds, between the hello
packets that the router sends on the interface. This
value must be the same for all routers attached to a
common network.

RtrDeadInterval The number of seconds that a router’s hello packets
have not been seen before its neighbors declare the
router down. This value should be some multiple of the
hello interval. It must be the same for the virtual

neighbor.

Pollinterval The larger time interval, in seconds, between the Hello
packets sent to an inactive nonbroadcast multiaccess
neighbor.

State The OSPF interface state.

DesignatedRouter The IP address of the designated router.

BackupDesignatedRouter The IP address of the designated backup router.

Events The number of state changes or error events that have

occurred through all interfaces.

AuthKey The area’s authorization type as a simple password,
and the key, which is shorter than 8 octets. The agent
will left adjust and zero fill to 8 octets.

Interface Metric

Indicates the metrics associated with the peer
layer interface.

IpAddress The Internet Protocol address of the device used to
represent a point of attachment in a TCP/IP
internetwork.
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Table 11-6.

OSPF Window and Field Descriptions (continued)

Window

Field

Description

AddressLesslf

TOS

Metric

For the purpose of easing the instancing of addressed
and addressless interfaces. This variable takes the
value 0 on interfaces with IP addresses and the
corresponding value of ifindex for interfaces having no
IP address.

Type of service is a mapping to the IP type of service
flags as defined in the IP forwarding table MIB.

The metric advertised to other areas. The value
indicates the distance from the OSPF router to any
network in the range.

Neighbor

IpAddr

AddressLessIndex

Displays information describing the interfaces from the
viewpoint of OSPF.

The device IP address.

On an interface having an IP address, zero.

On addressless interfaces, the corresponding value of
ifindex in the Internet standard MIB. On row creation,
this value can be derived from the instance.

Rtrid The router ID of the neighboring router, which in OSPF
has the same format as an IP address but identifies the
router independent of its IP address.

Options A bit mask corresponding to the neighbor’s options
field.

Priority Assignment of preferential treatment to place the
transmitted packets in queues and possible selection of
the priority field in the data link header when the packet
is forwarded.

State The OSPF Interface state.

Events The number of state changes or error events that have
occurred between the OSPF router and the neighbor
router.

LSRetransQLen The number of elapsed seconds between advertising
retransmissions of the same packet to a neighbor.

NBMANDbrStatus Status of the nonbroadcast multiaccess network.

Virtual Interface Displays information describing a virtual interface from
the viewpoint of OSPF

ArealD An OSPF area identifier.

Neighbor Virtual neighbor interfaced on the same network.
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Table 11-6.

OSPF Window and Field Descriptions (continued)

Window

Field

Description

TransitDelay

Retransinterval

HelloInterval

RtrDeadInterval

The estimated number of seconds it takes to transmit a
link-state update packet over this interface.

The number of seconds between link-state
advertisement retransmissions. This value is also used
for retransmission of database descriptions and
link-state request packets.

The length of time, in seconds, between the hello
packets that the router sends on the interface. This
value must be the same for all routers attached to a
common network.

The number of seconds that a router’s hello packets
have not been seen before its neighbors declare the
router down. This value should be some multiple of the
hello interval. It must be the same for the virtual
neighbor.

State The OSPF interface state.

Events The number of state changes or error events that have
occurred through the virtual interface.

AuthKey The area’s authorization type as a simple password
and the key, which is shorter than 8 octets. The agent
will left adjust and zero fill to 8 octets.

Virtual Neighbor Displays statistics for a virtual neighbor in a network.
Area The subnetwork in which the virtual neighbor resides.
Rtrid A 32-bit integer (represented as a type IpAddress)

uniquely identifying the neighboring router in the
autonomous system.

IpAddr The IP address of the virtual neighboring router.

Options A bit mask corresponding to the neighbor’s options
field.

State The OSPF interface state.

Events The number of state changes or error events that have
occurred between the OSPF router and the virtual
neighbor router.

LSRetransQLen The number of elapsed seconds between advertising

retransmissions of the same packet to a neighbor.
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Table 11-6.

OSPF Window and Field Descriptions (continued)

Window

Field Description

Host

Host

Indicates what hosts are directly attached to the router,
and what metrics and types of service should be
advertised for them.

IpAddress The IP address of the host used to represent a point of
attachment in a TCP/IP internetwork.

TOS The type of service of the route being configured.

Metric The metric advertised to other areas. The value
indicates the distance from the OSPF router to any
network in the range.

Link State
Database

Contains the link state advertisements from throughout
the areas to which the device is attached.

Areald A 32-bit integer uniquely identifying an area. Area ID
0.0.0.0 is used for the OSPF backbone.

Type The OSPF interface type. By way of a default, this field
may be intuited from the corresponding value of ifType.
Broadcast LANSs, such as Ethernet and IEEE 802.5,
take the value broadcast; X.25 and similar technologies
take the value nbma; and links that are definitively
point-to-point take the value pointToPoint.

LSID The Link State ID is an LS type-specific field containing
either a router ID or an IP address. It identifies the
piece of the routing domain that is being described by
the advertisement.

RouterID A 32-bit integer uniquely identifying the router in the
autonomous system.

Sequence The sequence number is a signed 32-bit integer that
identifies old and duplicate link state advertisements.

Age The age in seconds of the link state advertisement.

Checksum This field is the checksum of the complete contents of
the advertisement, excepting the age field. The age
field is excepted so that an advertisement’s age can be
incremented without updating the checksum.

The checksum used is the same that is used for ISO
connectionless datagrams. It is commonly referred to
as the Fletcher checksum.

Insert IP
Address

(pop-up)

Contains configured parameters for the router
running OSPE

893-01052-C

11-41



Reference for the Accelar Management Software Release 1.3

Table 11-6. OSPF Window and Field Descriptions (continued)
Window Field Description
IpAddress The Internet Protocol address of the device used to
represent a point of attachment in a TCP/IP
internetwork.
NetMask The OSPF router subnet mask.
IP Route Displays parameters and statistics of packets
transmitted to routers in the network.
Dest The IP address of the destination router.
Infindex Port position in chassis. For example, 1/1 is slot 1,
port 1.
NextHop The IP address destination of the next packet to pass
through the OSPF router.
Type Route type: direct or indirect.
Proto Routing protocol type used for the route.
Age The time in seconds that a packet was in transit.
Mask The mask value of the OSPF route advertisement.
Hops The number of packets passed through a router.
Insert Area Contains configured parameters for areas attached to
(pop-up) the network.
Id The unique identification number of an area in an
autonomous system.
AuthType The authentication type specified for an area.
Additional authentication types may be assigned locally
on a per area basis.
ImportASExtern A value of true indicates the area is non-stub.
Insert Area Displays information for the range of subnets attached

Range (pop-up)

RangeArealD
RangeNet

RangeMask

to the network.
Point of insertion for an OSPF area IP address.

The IP address of the net or subnet indicated by
the range.

The subnet mask that pertains to the net or subnet.
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Chapter 12
IP Policies

This chapter describes using Accelar Device Manager to configure IP policy
features supported on an Accelar 1000 Series routing switch. Accept and
announce policies are configured for the Accelar routing switch based on the
selected protocol (OSPF or RIP).

A policy is made up of three parts: matching criteria, set parameters, and action.
The matching criteria are used to decide whether or not a policy should be applied
to a certain route. Once a policy is selected for a route, thaisehpters are used

to construct the route advertisement only if the action is “announce.”

Announce policies enable a user to selectively announce routes. Announce
policies alter the routing informatioedrned by theauters in a particular routing
domain. OSPF announce police® gplied for non-OSPF routes in an
Autonomous System Boundary Router (ASBR). Only an ASBR advertises the
external route information into the OSPF domain. If no policies are configured or
no matching policy exists for a given route, the default behavior is applied; that is,
OSPF ignores the external route information.

OSPF Accept policies ar@plied whenever the OSPF engine computes the
external routes due to a topology change or an external link-state advertisement
(LSA). If there are npolicies configured or no matching policy is found for a
given route, the default behavior is applied; that is, the external route is included
in the routing table.

RIP Announce policies are applied while sending a RIP update. The policy
information is used to announce the route to other routers in the RIP routing
domain. If no policies are configured or no matching policy exists for a given
route, the dfault behavior is applied; that is, RIP-learned routes will be
announced and all non-RIP routes will be ignored.

893-01052-C
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RIP Accept policies are applied whenever the router receives a RIP update. The
policy is used to selectively accept routes from the RIP update. If no palieies
configured or no matching policy exists for a given route, the default behavior is
applied; that is, the route is included in the routing table.

Creating Policies

Creating policies involves specifying the following:

* match criteria—used to determine whether or not the policy will be applied to
a route

* set parameters—used in controlling router advertisements

* action—used to determine whether to announce/accept or ignore the route
that meets the matching criteria of the policy

A policy may be applicable for routes to a single network or a list of networks.
Match criteria for such policies are specified in terms of network lists. A network
list is aeated by gruping one or more network addresses together. Prior to use,
the networks that are used in network lists should be entered in the network
address table.

A policy may also be applicable for routesutned over specifiaterfaces or from
specific gateways. Match criteria for such policies are specified in terms of
interface/router lists. An intéace/routerikt is created by grouping one or more IP
addresses from the interface/router table. Prior to use, the IP addresses used in the
interface/router lists should be entered in therfate/router table.

This chapter demonstrates the following steps leading to creation of policies:
1. Creating entries in the interface/router or network address tables
2. Creating inteface/outer or network lists

3. Including interface/router addresses or network addresses in the appropriate
lists

4. Creating policies using iatface/router lists or netwotists as matching
criteria
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Figure 12-1is an example of a routing table. The following procedures will
include all the steps needed to:

* Create a RIP Announce policy to announce only routes for 12.128.0.0/
255.255.255.128 and 12.120.0.128/255.255.255.128.

* Create a RIP Accept policy to accept only routes from intef82e168.23.3.

The effect of the Accept policy will be shown in the resulting routing table in
Figure 12-1lonpage 12-12

[10.10.20.95] - edit IP x|
1P| IP &ddhess| IP Route| IP Flow| ARP|
| default nooo 1M 1010201 | indirect | netmgmt | 0 1
111010200 | 2552552550 141 1010.20.95 | direct | local | O 1
i 12.0.0.0 25526600 | 2[sLaN) | 12001 direct | local | O 1
i) o121.00 25526500 | 3[WLAN] | 121.01 direct | local | O 1
12.64.0.0 | 255.255.2586.0 | 4 [WLaN] | 126401 | direct | local | O 1
12641.0 | 265.256.2565.0 | 6[WLAN] | 126411 | direct | local | O 1
1212800 |255.256.265128 | 6 [vVLaM) | 1212800 | diect | local | O 1
12.128.0.128 |255.265.256.128| 7 [VLAN] [12128.0129| direct | local | O 1
12192.0.0 |255.256.255.224 | 8 (vLaM) | 1219200 | diect | local | O 1
12.192.0.128 |255.255.255. 224 | 9 [VLAN] [12192.0129| direct | local | O 1
120.0.0.0 25526600 | 2(sLaN) | 12005 | indirect | netmgmt | 0 1
120.0.0.0 | 255.256.2585.0 | 4 (WLaN] | 126405 |indirect | netmamt | O 2
120.0.0.0 |255.255.255.128| 6 [VLAN] | 1212805 | indirect | netmgmt | O E
192.168.12.0| 255.256.265.0 |12 [WLAN] [192.16812.2| diect | local | O 1
192.168.23.0| 255.256.265.0 |23 [WLAM] [192.168.23.2| direct | local | O 1
Inzert. . | Delete | Refresh | Close | Help... |ﬂ
15 row(z]

Figure 12-1.  Routing Table
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Creating Interface/Router Lists

To create interface address lists:

1. Select Routing->IP Policy.
The Edit Policy Inerface/Ruter Addresses window opefisgure 12-2)

[10.10.40.220] - edit Announce
Interface/Router| Interface/Raouter] MHetwark | Metwark RIF OSFF RIF O5FF
Addreszes Lizts Routez | Lists | Announce Policy| Announce Policy| Accept Policy| Accept Palicy

1d| Ipéiddr | AddrListdList |

Inzert... | Delete | Apply | Refresh | Cloze | Help... |ﬂ

Figure 12-2.  Interface/Router Addresses Window

2. Click on Insert to insert an address.
The Insert Interface Address window opéRgure 12-3)

(10.10.20.95] - Insert Interfa.. F1

IpAddr: |1 92.168.23.3 |

Inzert | Cloze | Help... |

Figure 12-3.  Insert Interface Address Window

3. Enter an IP address and click on Insert to add the address.

The addresses in the InterfacelRer Address table are used to create
Interface/Router Lists.
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4. Select Routing->IP Policy->Interface/Router Lists(Figure 12-4).

[10.10.40.193) - edit Announce

Interface/Router| Interface/Router
Addrezzes Lists

OSFF
Accept Palicy

RIF
Arcept Policy

O5FF
Announce Policy

RIF
Announce Policy

Metwork,
Lists

Metwark,
Routes

Id| Mame | [dList [ PalicyldList |

Inzert. .. | Delete | Apply | Refresh | Cloze | Help... |ﬂ

0 rovaz]

Figure 12-4.  Edit Interface/Router Lists Window

5. To create lists, click on Insert.

The Insert Interface/Routers window opéRgure 12-5)with a list of the IP
addresses that were entered in the Interfangd® Address table.

6. Enter alist ID and name.

7. Select the IP addresses to be added to the list and click on Insert.

[10.10.20.95] - Insert Interface/Bouter]... BH I

Id: |1 1..1000

M arme: I

1 [1)192.168.23.2

IdLizt:

Inzert | Cloze | Help... |

Figure 12-5.  Insert Interface/Router List Window
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Creating a RIP Accept Policy

The next step in this procedure is to create a RIP Ac@digypghat will accept
RIP routes from gateway routers with IP addresses included in énéac# outer
list just created.

1. Select Routing->IP Policy->RIP Accept Policy, and click on Insert.
The Insert RIP Accept Policy window opeffisgure 12-6)

2. Enter information in the fields as defined inTable 12-1
You can select one or more matching criteria for the policy.

3. Create RIP Accept policy 4001, and click on Insert.
The policy is now displayed in the RIP Accept Policy windéigure 12-7)

[10.10.20.95] - Insert RIPIAccept Policy B

Id: |4001 4000..5000

I arne: I
Enable: Im
EvactMetlistid: | 01000 [NetList) ¥/
RangeNetListid | 0.1000 [NetList) ¥/
RipGatewaplistid: [1 10,1000 [addiList] v/
Ripinterfacelistid: | 0.1000 [AddiList] v |

Frecedence: I 0..BB535

Actior: |4 accept - ignore
InjectMetListld: I 0. 1000 [NetList]ﬂ

Applabd azh: I

Inzert | Cloze | Help... |

Figure 12-6.  Insert RIP Accept Policy Window
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Table 12-1. Insert RIP Accept Policy Window Fields

Field Description

Id The RIP Accept policy ID (4000-5000).

Name The character string naming the Accept policy.

Enable Set true to enable or false to disable the RIP Accept policy.

ExactNet The exact network list ID (0 to 1000). For exact lists, the route and
mask must both match. Empty means accept all.

RangeNet The range network list ID (0 to 1000). For a range list, apply the mask
and the result must match. Empty means accept all.

RipGateway The RIP gateway address list ID (0 to 1000) learned from one of the
listed gateways. Empty means accept all.

Ripinterface The RIP interface address list ID (0 to 1000) learned on the listed
interfaces. Empty means accept all.

Precedence If multiple policies match, the higher precedence is used (0-65535).

Action To accept or ignore the route.

InjectNetListld The inject network list ID (0 to 1000). After a match is found, all
networks in this list will be included in the routing table.

ApplyMask Applies the subnet mask to be used in the routing table.

[10.10.20.95] - edit Announce x|
Interface/Router| Interface/Router| Metwark| Mebwark RIP QSPF RIFP QSPF
Addresses Lists Routez | Ligte | Announce Policy| Announce Policy| Accept Policy| Accept Policy

MName Enable| Exacthetlistld| FangeMetlistld| Ripl
4001 | POLICY-4001 | tue

Inzert... | Delete | Apply | Refresh | Close | Help... |ﬂ

inzerked.

Figure 12-7.  RIP Accept Policy Window
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Creating Network Lists

To create network lists:
1. Select Routing->IP Policy->Network Routes.
The Network Routes window ope(Sigure 12-8)

2. Enter the IP addresses and subnet masks of network routes, and click on
Insert.

Figure 12-8.  Network Routes Window
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3. To create network lists, select Routing->IP Policy->Network Lists. Then
click on Insert.

The Insert Network Lists window is displayéeigure 12-9)
4. Enter a network list ID (1 to 1000) and name.

5. Select the network addresses to belong to the network list and click on
Insert.

[10.10.20.95] - Inzert HetworkiLists —I
Id: |1 1..1000

Mame: I

] TS U T

W (151212800
W [I§121280128

ldbist | | 4719219200
(1812192032

9192 1RR 231N

Inzert | Cloze | Help... |

Figure 12-9.  Insert Network Lists Window

Creating a RIP Announce Policy

To set up or edit a RIP Announce policy:
1. Select Routing->IP Policy->RIP Announce Policy.
The Insert RIP Announce Policy window appe@igure 12-10)
2. Enter information in the fields as defined inTable 12-2
In this case, create two policies and apply to the selected Net List:
» The first policy matches all routes to ignore (not announce) the route.

* The second policy announces routes in the network list ID 1.
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More than one policy can be applied to the same route. When information is
conflicting, precedences are used to determine which policy to apply. The
policy with the higher value of precedence is used. Ifr@acgdence is

entered, the policy with the higher ID number will be applied.

3. Click on Insert to apply the policies.

[10.10.20.95] - Insert RIPIAnnounce Policy t

Id: |2 1..1000

M arme: I

Enable: |4 tue - falze
ExactMet; |1 0.1000 [NetList]ﬂ

RangeMet: | 01000 [Metlist] |
RiplG ateway: I 0.1000 [.t’-‘n.ddlList]ﬂ
Riplnterface: I 0.1000 [Aderisl]ﬂ
OzpfRouter: I 0.1000 [.t’-‘n.ddlList]ﬂ

Announcelhterface: I 0..1000 [AddrList] ﬂ

Frecedence: I 0..E5535
W direct | static | np
_lozpf 1 any

Advertizehlet: I 0..1000 [MetList] ﬂ

Action |4 announce - ignore

RouteS ource:

wootwpel L typed - esternal

OzpfRoute T ype:
P P o internal @ any
Riphetric: ID 0.15
Inzert | Cloze | Help... |

Figure 12-10. Insert RIP Announce Policy Window
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Table 12-2. Insert RIP Announce Policy Window Fields
Field Description
Id The RIP Announce policy ID (1 to 1000).
Name The character string naming the Announce policy.
Enable Set true to enable or false to disable the RIP Announce policy.
ExactNet The exact network list ID (0 to 1000). For exact lists, the route and
mask must both match. Empty means accept all.
RangeNet A range of network lists ID (0 to 1000).
RipGateway The RIP gateway address list ID (0 to 1000). Progagates only routes

RipInterface

OspfRouter

Announcelnterface

Precedence

RouteSource
AdvertiseNet
Action
OspfRouteType
RipMetric

learned from specific RIP gateway.

The RIP interface address list ID (0 to 1000). Progagates only routes
learned from specific RIP interfaces.

The OSPF router address list ID (0 to 1000). Progagates only routes
learned from specific OSPF gateways.

The Announce Interface address list ID (0 to 1000).

If multiple policies match, the higher precedence is used (0 to
65535).

Set to direct, static, or RIP.

The advertise network list ID (0 to 1000).
Announce or ignore.

Typel, Type2, External, Internal, or any.

The number of hops (0 to 15). Specifies the metric advertised with
the networks defined in the Advertise net list.

893-01052-C
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Resulting Actions
The routing table in Figure 12-11 shows the result of the policies just applied.
Only two routes will be announced:

* RIP Accept policy 4001 determines that only RIP routes from the gateway
router in policy 4001 will be accepted. RIP routes are leafasckpted)
only from IP address 192.168.23.3.

* RIP routes are announced only for networks 12.128.00 and 12.128.0.128.

(10.10.20.95) - edit IP ]
1P| IP Addhess| IP Route| IP Flow| ARP
default 0000 141 10102001 | indirect | netrgmt

100102000 | 255.255.255.0 141 101020095 | direct | local
11.0.0.0 28525500 |23 [WLAN] 192.168.23.3 | indirect fip
11.1.0.0 28528500 |23 WLAMN] [192.168.23.3 | indirect ip
11.6400 | 2552852550 |23 [WLAM] |192.168.23.3 | indirect fip
11.64.1.0 | 2566.256.256.0 |23 [WLAM] 192.168.23.3 | indirect ip

11.128.0.0 |255.255.255.128 | 23 [WLAN] [192.168.23.3 | indirect fip

11.128.00128 | 255.255.265.128 | 23 [WLAM] [ 192.168.23.3 | indirect ip

11.132.0.0 |255.255. 255,224 | 23 [WLAN] [192.168.23.3 | indirect fip

11.192.00128 | 255.255.255.224 | 23 [WLAN] [ 192.168.23.3 | indirect ip
12.0.0.0 28525500 | 2[/LaN) | 12000 direct | local
12.1.0.0 28528500 | 3(VLAN) | 121.01 direct | local

126400 | 2552852550 | 4 (WLAN] | 126401 | direct | local
1264.1.0 | 256.256.256.0 | GVLAN) | 126411 | diect | local

12128.0.0 |255.2585.255128 | 6 (/LAN] | 1212807 | direct | local

1212800128 |255.2565.265.128 | 7 [VLAN) 121280123 direct | local
1213200 |255.255.255.224 | 8 (/LAN] | 1213207 | direct | local

1219200128 | 255.255.265.224 | 9 [VLAN) 121820123 direct | local
110.0.0.0 28525500 |23 [WLAN] 192.168.23.3 | indirect fip

110000 | 256.256.256.0 |23 [WLAM] 192.168.23.3 | indirect ip
110.0.0.0 |255.255 285,128 | 23 [WLAM] | 192.168.23.3 | indirect fip
120.0.0.0 28525500 | 2(WLAN) | 12005 | indirect | netrmgmt
120000 | 2552852550 | 4 WLAN] | 126405 | indrect | netmgmt
1200000 |255.255.265.128 | B [VLAN) | 1212805 | indirect | netmgmt

192168.12.0) 255.256.285.0 |12 [WLAM] 192168122 direct | local
192168.13.0| 255.256.255.0 |23 [WLAM] 192.168.23.3 | indirect ip
192168.23.0) 255.256.265.0 |23 [VLAM] 192.168.23.2| direct | local

Inzert... | Delete | Refresh | Close | Help... |ﬂ

[ R w8 o e Y o A e s s e e e B o o R O T o s e
B e e e e e e e e e I T S (R Y (R R R

27 roviz]

Figure 12-11. Routing Table with Policies Applied
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OSPF Announce Policy

OSPF policies are configured in the same manner as RIP. After interface routes or
network routes and lists aresated, set up policies in the OSR#Hi& windows.

To set up or edit an OSPF Announce policy:
1. Select Routing->IP Policy->OSPF Announce Policy.
The Insert OSPF Announce Policy window opérigure 12-12)

2. Enter information in the fields as defined inTable 12-3 and click on
Insert to enter.

[10.10.40.193] - Inzert DSPFlIAnhoUnce F'|:||i|::_l,.lﬂ

Id: |2000 2000..3000

M arme: I

Enable: | # tue - falze
ExactMet: | 0..1000 [MetList] +|

RangeNet: | 0.1000 (NetList] v/
RipGateway: | 0.1000 [addiList] v/
Riplnterface: | 0.1000 [AddiList) v/
Precedence: I— 0..65535

W diect W static W np
N any

Advertizehlet: I 0..1000 [MetList] ﬂ

Action: |-~ announce 4 ignore

RouteS ource:

EsthdetricType: |- typel 4 type2
E=ttdetric: |0 0..E5535

Inzert | Cloze | Help... |

Figure 12-12. Insert OSPF Announce Policy Window
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Table 12-3. Insert OSPF Announce Policy Window Fields

Field Description

Id OSPF Announce policy ID (2000 to 3000).

Name The character string naming the Announce policy.

Enable Set true to enable or false to disable the OSPF Announce policy.

ExactNet The exact network list ID (0 to 1000). For exact lists, the route and
mask must both match. Empty means accept all.

RangeNet The network range list ID (0 to 1000).

RipGateway The RIP gateway address list ID (0 to 1000). Progagates only routes
learned from specific RIP gateway.

Ripinterface The RIP interface address list ID (0 to 1000). Progagates only routes
learned from specific RIP interfaces.

Precedence If multiple policies match, the higher precedence is used (0 t065535).

RouteSource Set to direct, static, RIP, or any.

AdvertiseNet The advertise network list ID (0 to 1000).

Action Announce or ignore.

ExtMetricType The external metric type: Typel or Type 2.
ExtMetric The external metric (0 to 65535).

OSPF Accept Policy

To set up or edit an OSPF Accept policy:
1. Select Routing->IP Policy->OSPF Accept Policy.
The Insert OSPF Accept Policy window opéRijure 12-13)
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2. Enter information in the fields as defined inTable 12-4 and click on
Insert to enter.

Id: |E000 E000.7000

[10.10.40.153] - Insert O5PFLAccept Policy =]

Mame: I

Enable: |4 tue - false
ExactMetlistld: I 0.1000 [NetList]ﬂ

RangeMetListld; I 0.1000 [MetList) ﬂ
Precedence: I 0.65535

Achior: |« accept 4 ignore
Injectetlistld: I 0.1000 [NetList]ﬂ

ExtType: |\/ twpel - hype? - any

Inset | Close | Help.. |
Figure 12-13. Insert OSPF Accept Policy Window
Table 12-4. Insert OSPF Accept Policy Window Fields
Field Description
Id OSPF Accept policy ID (6000 to 7000).
Name The character string naming the Accept policy.
Enable Set true to enable or false to disable the OSPF Accept policy.
ExactNet The exact network list ID (0 to 1000). For exact lists, the route and
mask must both match.Empty means accept all.
RangeNet The range network list ID (0 to 1000). For a range list, apply the mask
and the result must match. Empty means accept all.
Precedence If multiple policies match, the higher precedence is used (0 to
65535).
Action To accept or ignore the route.

InjectNetListld

ExtType

The inject network list ID (0 to 1000). Once a match is found, all
networks in this list will be included in the routing table.

Type 1, Type 2, or both.
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